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 1.1  Implementation environment 

database connections 

1. MCD and BSS - readrwite access 

2. Log - “writeonly” access (non-critical for availability) 

3. GPCS - readonly access 

Other connections 

4. Activiti REST 

5. Billing - readonly access 

 1.2  URL and authentication 

 

URL for PMWeu interface has fixed and variable parts. Fixed parts are the same for all installations. Variable part is different for each partner. 

 

In general, URL looks like: 

• https://<host>/pmweu-rest-v2/pub/p<X>/ for non-authenticated zone 
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• https://<host>/pmweu-rest-v2/auth/p<X>/ for authenticated zone 
Where <X> stands for MCD partner ID. For partner with ID=50 it will be: https://<host>/pmweu-rest/pub/p50/ 

 1.2.1  Public zone 

REST service part “pmveu-rest/pub/p<X>/” is accessible with no HTTP authentication. Operations offered here are aimed to general internet 
public. 

 

This interface is directly accessible from any unknown IP address. No IP firewall apply. 

 

URL1a REST address is https://<host>/pmweu-rest-v2/pub/p32/, no authentication. 
 
There are login*() methods that gives temporary password for access to authenticated zone. 

 1.2.2  Authenticated zone 

REST part “pmveu-rest-v2/auth/p<X>/” is accessible with HTTP-basic authentication against pmweu.tempUsers. 

 

This interface is directly accessible from any unknown IP address. No IP firewall apply. 

 

Option A - http-Basic authentication 

URL2a REST address is https://<tmpUsername>:<token>@<host>/pmweu-rest-v2/auth/p32/, with http basic authentication 
This one is not supported by IE browser. Not implemented. 
 
Option B - URI parameters authentication 

URL2b REST address is https://<host>/pmweu-rest-v2/auth/p32/?tmpUsername=<tmpUsername>&token=<token> 
 

 1.2.3  Authentication scope 

 

PMW data structure 

CUSTOMER ← scope-customer (loginByUsernamePassword) 
← or (loginByRingIn, loginBySmsOtp, loginByNumberPassword) with master=yes 

- prepaid: gpcs account (balance) 
- postpaid: gpcs account (monthly usage; held deposit) 

GENERIC SERVICE (GID) 

- tariff1 (pricelist,product) 
- package(s) 

MSISDN 

SIM + profile 

simProfile 
 

MSISDN 

SIM + profile 

simProfile 
 

 

 

 
 
 
 
 
← scope-number (loginByRingIn, loginBySmsOtp, loginByNumberPassword) 

 

 

Example: 

• CUSTOMER3558, GPCS account 779304005 

◦ generic service  GID2703, tech-service “Mobile” 

                                                 
1combination of prepaid and postpaid tariffs in generic services within customer is not possible 
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▪ MSISDN 420779304005 

• simProfile (list of services actiovation, barring, settings, etc) 

▪ MSISDN 420779304006 

• simProfile (list of services actiovation, barring, settings, etc) 

◦ generic service GID2704, tech-service “Mobile” 

▪ MSISDN 420779304007 

• simProfile (list of services actiovation, barring, settings, etc) 

• CUSTOMER3559 

◦ generic service GID2705, tech-service “Mobile” 

▪ MSISDN 420779304049 

• simProfile (list of services actiovation, barring, settings, etc) 

• … 

 

 1.2.4  Implementation notes 

tempUsers 

tmpUsernam
e 

token expiresAt createdAt mcdCustomerI
d 

optMSISD
N 

      

      

Data retention: rows to be deleted after expiresAt + 24 hours. 
 

 1.2.4.1  Apache HTTP-basic authentication 

GRANT select ON pmweu@localhost IDENTIFIED BY "pmweu_password" 
<Files *.fcgi> 

        AuthMySQLEnable On 

        AuthType Basic 

        AuthMySQLHost localhost 

        AuthMySQLUser pmweu 

        AuthMySQLPassword pmweu_password 

        AuthMySQLDB pmweu 

        AuthMySQLUserTable tempUsers 

        AuthMySQLNameField tmpUsername 

        AuthMySQLPasswordField token 

        AuthMySQLGroupCondition expiresAt<now() 

        require valid-user 

        AuthMySQLGroupField groupid 

        AuthMySQLAuthoritative On 

</Files> 
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 1.2.5  Deployment 

One physical installation 
/opt/mc/pmweu-rest (/w-public /w-auth /lib pmweu.conf) 
 
Apache aliases 
partner <XYZ> 

Alias /pmw-eu/pub/ → /opt/mc/pmweu-rest/cgi-public/ (pmweu.pub.fcgi is directoryIndex) 
 AuthType none 
Alias /pmw-eu//auth/ → /opt/mc/pmweu-rest/cgi-auth/ (pmweu.auth.fcgi is directoryIndex) 
 AuthType basic 
 (mod_auth_mysql, database pmweu, table tempUsers) 

 
Ring-in interface (MATERNA internal use only) 
 
Alias /pmw-eu/ringin/ → /opt/mc/pmweu-rest/ringin/ (pmweu-ringin.fcgi is DirectoryIndex) 
 Allow From 192.168.64.60,192.168.64.62 (MATERNA internal asterisk machines) 
 AuthType basic, static .htpasswd 
 
mmpDialIn.agi configuration profile 
       'example-pmweu' => { 
                mmpDialInUrl=> 'http://192.168.128.251/pmw-eu/ringin/, 
                httpLogin=> 'ringinEnduser', 
                httpPassword=> 3ndU5erS3cret', 
                httpTimeout=> 30, 
                rejectDelay=> 6, 
        }, 
 
 

 1.3  Methods - public zone - subscriber authentication 

 1.3.1  loginByUsernamePassword 

REST style: GET https://<host>/pmw-eu/pub/p<X>pub/p<X>/loginByUsernamePassword?(…parameters…) 

(this method may be called as “loginByPassword” for pre-2a versions compatibility) 

 

End-user authentification for self-care web. Username may equalto local part of MSISDN without international prefix: +CCC(UUUUUUUUU). 

 

Implementation notes 

• anti-bruteforce: 5 attempts, then 1-minute block, repeat (5 attempts, then 60-minute block); reset by successful login (even via 
different login* method) 

• End-user authentification against MCD.USER table. 

• create token very random, 64 characters long 

• store to pmweu.tempUsers with expiresAt = +60 minutes 

 

 

Input parameters 

parameter M/O data type explanation, example 

username M ASCII string End-user's login name for self-care web (widget). ASCII string of [A-Za-z0-9-_] 
characters. 
Example: 784015122 

password O string End-user's password for self-care web (widget). This is geral customer-level 
password . This login works in scope-customer only: all GIDs and Numbers is visible. 
For one-number-specific login, see loginByNumberPassword. 
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Example: 87. 0-394[ff34 

(M)andatory, (O)ptional, (D)epends on others 
 
 
Output parameters 

parameter data type explanation, example 

access integer 8bit 1 … OK, access granted, other value … not granted 
-1 … no such username 
-2 … incorrect password 
-3 … correct password but login barred by administrator 
-4 … access temporarily blocked due to recent failures (see lockTime) 

lockTime integer Number of seconds before current temporary lock expires (no login attempt is accepted 
in meantime) 

token ASCII string(64) Temporary authentication string for this session. Use original username and this 
password for http-basic auth for authenticated zone. 

customerInfo CustomerInfo See Complex data types 

 
Example: 

{ 

access:-4, 

lockTime:34 

} 

 

Example: 

{ 

access:1, 

token: “xIx0IGLFmWUgMTQgMTE6NTI6NDEgQ0VUIDIwMTMK”, 

customerInfo: ... 

} 

 

Login scope: on successful login, scope-customer is set. All GIDs and numbers are visible. 

 1.3.2  loginByRingIn 

REST style: GET https://<host>/pmw-eu/pub/p<X>pub/p<X>/loginByRingIn?(…parameters…) 

End-user authentification using MATERNA ring-in ® service. This call 

1) open ring-in service (1st invocation) 

2) checks whether ring-in service was called by end-user (2nd and subsequent invocation) 

3) returns token after successful rin-in contact. 

This method should be called in 5-second intervals until positive result (tmpUsername) or timeout (remainingTime<=0). 

 1.3.2.1  Input parameters 

parameter M/O data type explanation, example 

msisdn M string One of MSISDN of user to log in, E.164 format (420777888999) 

Output parameters 

parameter data type occurence explanation, example 

bNumber string 0-1 Number of MATERNA ring-in ® service. End user is supposed to call this 

mailto:info@maternacz.com
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number from msisdn provided as input parameter of this call. 

totalTime short int 0-1 number of total seconds (120 seconds by default) 
Useful for updating progress (xxx of yyy seconds remaining) 

remainingTime short int 0-1 >0 … number of remaining seconds (ring-in service will be closed after this 
time); start value is 120 seconds; check again after 5 seconds 
<=0 … login by ring-in service unsuccessful (timed out), waiting for call is 
cancelled; next call of this method starts another (120s) attempt 

tmpUsername ASCII string(16) 0-1 Temporary authentication username for this session. Presence of this 
element in response means that user is successfuly authenticated. 

token ASCII string(64) 0-1 Temporary authentication string for this session. Use this password for http-
basic auth for authenticated zone. 

customerInfo customerInfo 0-1 complex type, see below 

 

Example #1: 

{ 

bNumber:”910308133”, 

totalTime:500, 

remainingTime:500 

} 

Example #2: 

{ 

totalTime:500, 

remainingTime:495 

} 

Example #3: 

{ 

totalTime:500, 

remainingTime:490 

} 

 

Example #4: 

{ 

totalTime:500, 

remainingTime:485 

} 

Example #5: 

{ 

tmpUsername: “782155888” 

token: “xIx0IGLFmWUgMTQgMTE6NTI6NDEgQ0VUIDIwMTMK” 

customerInfo: ... 

} 

 

Example #6 (on timeout): 

{ 

totalTime:500, 

remainingTime:-6 

} 

 1.3.2.2  Implementation 

The MSISDN is searched in: 

1. mcd.CUSTOMER_MSISDN.MSISDN (format 420777888999) 

2. mcd.GLOBAL_NUMBERING_PLAN.number (format 777888999, prepend default msisdnPrefix from the configuration) 

in this order. 

If not found throw MsisdnNotFoundException. 

• 1st call (no non-expired record exists) 

◦ create pmweu.ringinRequests record; expiresAt +300 seconds (hard-configured in pmweu.conf) 

◦ called number hard-configured in pmweu.conf 

◦ return bNumber and remainingTime 

mailto:info@maternacz.com
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• subsequent call (record exists and is not expired yet; finished=0) 

◦ return remainingTime only 

• last call (record exists, expired or not, with finished=1) 

◦ store to pmweu.tempUsers with expiresAt = +60 minutes 

◦ create tmpUsername=msisdn 

◦ create token very random, 64 characters long 

◦ remove record from pmweu.ringinRequests 

◦ return tmpUsername and token 

• last call (on timeout) 

◦ just return zero or negative remainingTime 

◦ remove record from pmweu.ringinRequests 

Table pmweu.ringinRequests 

aNumber bNumber expiresAt finished 

    

(aNumber+bNumber - unique key) 

 1.3.2.3  Login scope 

If logged in by CUSTOMER_MSISDN, the scope-customer is set. 

If logged in by GLOBAL_NUMBERING_PLAN, the scope is set according to the selfCare_master parameter in 
MCD.NUMBER_PARAMETER. 

If selfCare_master = 1 (number is master of group) – the scope-customer is set (all GIDs and numbers visible). 

Otherwise the scope-number is set (own number and GID is visible only). 

 1.3.3  loginBySmsOtp 

REST style: GET https://<host>/pmw-eu/pub/p<X>/loginBySmsOtp?(…parameters…) 

 

End-user authentification one-time password (OTP) that is sent via SMS to end-customer. 

Call of this method involves creating one-time password and sending it as MT SMS to end-user mobile. 

There is defined minimum interval between subsequent calls for a single MSISDN (60 seconds). 

After 5 attempts, web interface must use captcha. 

 

Implementation notes 

• initial check - MSISDN must exist 

• Static pmweu.conf entries 

◦ smsotp_validity = 15 (minutes) 

◦ smsotp_minimum_interval = 60 (seconds) 

• Input sith <msisdn> without <otp> 

◦ OTP exists but is expired 

▪ delete it and continue 

◦ OTP does not exist 

▪ check last createdAt ↔ smsotp_minimum interval, eventually return 

mailto:info@maternacz.com
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▪ create pmweu.smsotp record; expiresAt +15 minutes (→ pmweu.conf) 

▪ send MT SMS synchronously 

◦ OTP already exists 

▪ return smsOtpSent=0 and expiresAt from (existing) database record 

• Input sith <msisdn> with <otp> 

◦ validate msisdn+otp in  pmweu.smsotp table 

◦ create tmpUsername=msisdn 

◦ return tmpUsername, token, customerInfo 

 

table  pmweu.smsotp 

msisdn otp createdAt expiresAt 

    

(msisdn - unique key) 
 
Short message templats - example 
Heslo pro prihlaseni do Gambrinus Mobile samoobsluhy je <OTP>. Platnost do <H>:<M>. 
Heslo pro prihlaseni do Gambrinus Mobile samoobsluhy je 150771. Platnost do 8:34. 
 
Input parameters 

parameter M/O data type explanation, example 

msisdn M string One of MSISDN of user to log in, E.164 format 

otp O string User-entered one time password. 

(M)andatory, (O)ptional, (D)epends on others 
 

Example #1: 
msisdn:420731012588 

Example #2: 
msisdn:420731012588 
otp:150771 

 
 
Output parameters 

parameter data type occurence explanation, example 

smsOtpSent byte O 1 … OTP SMS was sent 
0 … OTP SMS was not sent again (because it was sent in short past) 

expiresAt datetime O date and time of OTP expiry (o-t-password is not valid after) 

authResult byte O This is used for response in case of <otp> input field. 
1 … authenticated (tmpUsername and token follows) 
-1 … invalid password 
-2 … password has expired 

tmpUsername ASCII string(16) O Temporary authentication username for this session. Presence of this 
element in response means that user is successfuly authenticated. 

token ASCII string(64) O Temporary authentication string for this session. Use this password for http-
basic auth for authenticated zone. 

customerInfo CustomerInfo O complex type – see below 

 

Example #1: 

{ 

smsOtpSent:1, 

expiresAt: “2002-05-30T09:00:00” 

Example #2: 

{ 

smsOtpSent:0, 

expiresAt: “2002-05-30T09:00:00” 
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} } 

 

Example #3: 

{ 

authResult:1, 

tmpUsername: “420731012588”, 
token: “xIx0IGLFmWUgMTQgMTE6IDIwMTMK”, 

customerInfo: ... 

} 

Example #4: 

{ 

authResult:-2 

} 

 

Login scope: on successful login, scope is set according to selfCare_master parameter of MSISDN used (MCD.NUMBER_PARAMETER). 

selfCare_master = 1 (number is master of group) - scope-customer is set (all GIDs and numbers visible). 

selfCare_master = 0 (non-master) - scope-number is set (own number and GID is visible only). 

 1.3.4  loginByNumberPassword 

REST style: GET https://<host>/pmw-eu/pub/p<X>/loginByNumberPassword?(…parameters…) 

End-user authentification for self-care web, IVR or customercare. Username is MSISDN - E.164 format (no leading plus). 

Password is number-specific “password for self-care” that subscriber holds, knows, and may set/change. 

Each number (MSISDN) even within the same GID/customer may have different scPassword. 

This scPassword is 4-8 decimal digits - regular expression /^[0-9]{4,8}$/. 

The same password is used for IVR self-care (DTMF input). 

Some digits from this password are asked by human operator on customer-care line (“tell me 2nd and 5th digit of your password”). 

 1.3.4.1  Implementation 

The MSISDN is searched in: 

1. mcd.CUSTOMER_MSISDN.MSISDN (format 420777888999) 

2. mcd.GLOBAL_NUMBERING_PLAN.number (format 777888999, prepend default msisdnPrefix from the configuration) 

in this order. 

If not found throw MsisdnNotFoundException. 

• anti-bruteforce: 5 attempts, then 1-minute block, repeat (5 attempts, then 60-minute block); reset by successful login (even via 
different login* method) 

• Heslo scPassword ověřovat proti plaintext parametru selfCare_password (4-8 cifer) a to buď v MCD.CUSTOMER_PARAMETER 
(pro MCD.CUSTOMER_MSISDN) nebo v MCD.NUMBER_PARAMETER (pro MCD.GLOBAL_NUMBERING_PLAN). 

• create token very random, 64 characters long 

• store to pmweu.tempUsers with expiresAt = + ~60 minutes 

 1.3.4.2  Input parameters 

parameter M/O data type explanation, example 

msisdn M string One of MSISDN of user to log in. 
Example: 421910999158. 

scPassword M string End-user's msisdn-specific password for self-care web (widget). 
Example: 87650123 

(M)andatory, (O)ptional, (D)epends on others 
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 1.3.4.3  Output parameters 

parameter data type explanation, example 

access integer 8bit 1 … OK, access granted, other value … not granted 
-1 … no such username 
-2 … incorrect password 
-3 … correct password but login barred by administrator 
-4 … access temporarily blocked due to recent failures (see lockTime) 

lockTime integer Number of seconds before current temporary lock expires (no login attempt is accepted 
in meantime) 

token ASCII string(64) Temporary authentication string for this session. Use original username and this 
password for http-basic auth for authenticated zone. 

customerInfo CustomerInfo See Complex data types 

 
Example: 

{ 

access:-4, 

lockTime:34 

} 

 

Example: 

{ 

access:1, 

token: “xIx0IGLFmWUgMTQgMTE6NTI6NDEgQ0VUIDIwMTMK”, 

customerInfo: … 

} 

 1.3.4.4  Login scope 

If logged in by CUSTOMER_MSISDN, the scope-customer is set. 

If logged in by GLOBAL_NUMBERING_PLAN, the scope is set according to the selfCare_master parameter in 
MCD.NUMBER_PARAMETER. 

If selfCare_master = 1 (number is master of group) – the scope-customer is set (all GIDs and numbers visible). 

Otherwise the scope-number is set (own number and GID is visible only). 

 1.3.5  loginByOnetimeHash 

REST style: GET https://<host>/pmw-eu/pub/p<X>/loginByOnetimeHash?hash=123456 

 

End-user authentification for self-care web via onetime short-term-valid alphanumeric hash (otHash). 

Onetime Hash is 4-10 alphanumeric uppercase characters digits - regular expression /^[A-Z0-9]{4,10}$/. 

 

Implementation notes 

• anti-bruteforce: 5 attempts, then 1-minute block, repeat (5 attempts, then 60-minute block) per IP address; reset by successful login 
(even via different login* method) 

• tabulka na uložení tokenů - onetimeHashes 

hash cid msisdn target validUntil usedAt usageCounter 

DH45GJ7  420778111222 #rechargecreditcard:778111222 2013-05-31 00:11:59 2013-05-27 15:00:00 1 
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B 

       

• zvýšit usageCounter 

• pokud už je po validUntil, vrátit -2 

• vyplněné msisdn → nepovolit přihlášení master:  „selfCare_master“ bude 0 (scope-number) 

◦ v případě platného hashe kontrolovat, že dané MSISDN existuje 

◦ vracet tmpUsername = msisdn 

• vyplněné cid a prázdné msisdn → udělat přihlášení master: „selfCare_master“ bude 1 (scope-customer) 

◦ kontrolovat že customer (cid) existuje 

◦ vracet tmpUsername = cust<cid>, např. cust7104 

•  

•  

•  

 

Input parameters 

parameter M/O data type explanation, example 

hash M string Onetime hash from URL sent by browser. 4-10 alphanumeric characters. 
Example: FN7T7DQ. 

(M)andatory, (O)ptional, (D)epends on others 
 
 
Output parameters 

parameter data type explanation, example 

access integer 8bit 1 … OK, access granted, other value … not granted 
-1 … no such onetime hash 
-2 … onetime hash has expired (fallback to loginByNumberPassword may follow) 
-3 … login barred by administrator 
-4 … access temporarily blocked due to recent failures (see lockTime) 

lockTime integer Number of seconds before current temporary lock expires (no login attempt is accepted 
in meantime) 

tmpUsername ASCII string(16) Temporary authentication username for this session. Presence of this element in 
response means that user is successfuly authenticated. 

token ASCII string(64) Temporary authentication string for this session. Use original username and this 
password for http-basic auth for authenticated zone. 

target ASCII 
string(255) 

Action (URL part) relative to selfcare root where browser should be pointed to after 
successful login (on access=1). The value is deployment-specific. 

customerInfo CustomerInfo See Complex data types 

 
Login scope: on successful login, scope is set to scope-number (own number and GID is visible only). 

 1.3.6  loginByFacebook 

REST style: GET https://<host>/pmw-eu/pub/p<X>/loginByFacebook?(…parameters…) 

Logs in a customer through the Facebook's login mechanism. 

 1.3.6.1  Input parameters 

parameter M/O data type explanation, example 

accessToken M string Access token of the logged in Facebook's user. 

(M)andatory, (O)ptional, (D)epends on others 
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 1.3.6.2  Output parameters 

parameter data type explanation, example 

access integer 8bit 1 … OK, access granted, other value … not granted 
-1 … no such username 
-2 … incorrect password 
-3 … correct password but login barred by administrator 
-4 … access temporarily blocked due to recent failures (see lockTime) 

tmpUsername ASCII string(16) Temporary authentication username for this session. 

token ASCII string(64) Temporary authentication string for this session. Use original username and this 
password for http-basic auth for authenticated zone. 

customerInfo CustomerInfo See Complex data types 

 1.3.6.3  Implementation 

See LoginBySocialNetwork.pm from gaming-eu-api for inspiration. 

Retrieve the Facebook's user ID from the Graph API by the accessToken. 

Verify against MCD.CUSTOMER_FACEBOOK.USER_ID. 

The scope-customer is set. 

 1.3.7  loginByConsumerEmailAndPassword 

Logs in a customer through one of his consumer's email and password. 

 1.3.7.1  Input parameters 

parameter M/O data type description 

email M string  

password M string  

 1.3.7.2  Output parameters 

Successful login: 

{ 

access: 1 

# Temporary authentication string for this session. Use original email and this token for http-basic auth for authenticated zone. 

token: string 

customerInfo: CustomerInfo 

} 

Unsuccessful login: 

{ 

# -1 … no such email 

# -2 … incorrect password 

access: integer 

} 

Temporary blocked: 

{ 

access: -4 
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# Number of seconds before current temporary lock expires (no login attempt is accepted in meantime). 

lockTime: integer 

} 

Login scope: scope-consumer is set. 

 1.3.7.3  Implementation 

Similiar to loginByUsernamePassword, but the login credentials are verified against MCD.CONSUMER. 

On successful login set pmweu.tempUsers.mcdConsumerId as well. 

 1.3.8  consumer/password/reset 

Resets selfcare password of a consumer. 

 1.3.8.1  Input parameters 

parameter M/O data type explanation, example 

email M string Email of the consumer. 

password M string The new desired password. 

 1.3.8.2  Output parameters 

None 

 1.3.8.3  Implementation 

Create actionToken “consumerPasswordReset” with parameters: 

• consumerId = <consumerId> 

• password = <password> 

Send email SCW1. 

 1.3.8.4  Exceptions 

Exception Description 

ConsumerNotFoundException If there is no consumer with the given email. 

 1.3.9  Single sign-on with 3rd party web wervice 

1. 3rdparty web script requests tmpUsername+token from PMWpartner interface method customerSSOtokenGet(). 

2. 3rdparty web script renders HTML code with 

 <script type="text/javascript" src="https://mvne9-example.maternacz.com/pmweu-api/compiled.js"></script> 

 and 

 window._mcpmweu.tmpUsername = 'c72115';  // tmpUsername (obtained from PMWpartner/customerSSOtokenGet) 

 window._mcpmweu.token = 'asdlkjsla34242sdsf'; // token (obtained from PMWpartner/customerSSOtokenGet) 

3. MATERNA Web widgets (javascript on client's browser) uses tmpUsername+token for all PMWeu REST calls 
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 1.4  Methods - public zone - products and e-shop 

 1.4.1  shop/products 

REST style: GET https://<host>/pmw-eu/pub/p<X>/shop/products 

 

Static lisf of products available at MVNO's web shop. 

 

Input parameters 

-none- 

 

Output parameters 

parameter data type explanation, example 

products ShopProduct[]  

 

Example 

products: [ 

{ 

id: 123, 

name: “SIMka s 50 minutama”, 

availability: 1, 

priceNetto: 10, 

priceBrutto: 12.1, 

vatRate: 21.00, 

currency: “CZK”, 

}, 

{ 

id: 124, 

name: “SIMka s 20 SMSkama”, 

availability: 1, 

priceNetto: 50, 

priceBrutto: 60.5, 

vatRate: 21.00, 

currency: “CZK”, 

}] 

 1.4.2  shop/paymentTypes 

REST style: GET https://<host>/pmw-eu/pub/p<X>/shop/paymentTypes 

 

Static lisf of payment types available at MVNO's web shop. 

 

Input parameters 

mailto:info@maternacz.com
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-none- 

 

Output parameters 

parameter data type explanation, example 

paymentTypes PaymentType[]  

 

Example 

paymentTypes: [ 

      { 
         "currency" : "CZK", 
         "availability" : 1, 
         "priceNetto" : "0.0000", 
         "priceBrutto" : "0.0000", 
         "name" : "Kartou online", 
         "id" : "1", 
         "vatRate" : "21.00" 
      }, 
      { 
         "currency" : "CZK", 
         "availability" : 1, 
         "priceNetto" : "0.0000", 
         "priceBrutto" : "0.0000", 
         "name" : "Bankovním převodem", 
         "id" : "2", 
         "vatRate" : "21.00" 
      } 
   ] 

 1.4.3  shop/deliveryTypes 

REST style: GET https://<host>/pmw-eu/pub/p<X>/shop/deliveryTypes 

 

Static lisf of deliverytypes available at MVNO's web shop. 

 

Input parameters 

-none- 

 

Output parameters 

parameter data type explanation, example 

deliveryTypes DeliveryType[]  

 

Example 

deliveryTypes: [ 

      { 
         "currency" : "CZK", 
         "availability" : 1, 
         "priceNetto" : "66.1157", 
         "priceBrutto" : "80.0000", 
         "name" : "DPD", 
         "id" : "1", 
         "vatRate" : "-21.00" 
      }, 
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      { 
         "currency" : "CZK", 
         "availability" : 1, 
         "priceNetto" : "33.0579", 
         "priceBrutto" : "40.0000", 
         "name" : "Česká pošta", 
         "id" : "2", 
         "vatRate" : "-21.00" 
      } 
   ] 

 1.4.4  shop/order/put 

REST style: GET https://<host>/pmw-eu/pub/p<X>/shop/order/put?(…parameters…) 

 

Accepts order of MVNO products (SIM, tariff). Order is being processed asynchronously. 

 

Implementation notes: 

Runs workflow euOrderProcess. 

Workflow creates MCD customer and generic service. 

Workflow orders logistics task to select physical SIM. 

After physical SIM is set, workflow allocates MSISDN and SIM card to customer. 

 

 
Input parameters 

parameter M/O data type explanation, example 

orderItems M JSON string JSON array formatted as a string. 

See example. 

firstName M string Customer first name. 

lastName M string Customer last name. 

email M string Customer e-mail. 

phone M string Customer phone. 

street M string  

streetNumber M string  

city M string  

zip M string  

country M string CZ, SK, ... 

companyName O string Company name. 

companyIdNumber O string Company identification number. 

companyVatId O string Company VAT ID. 

 
Output parameters 

parameter data type occurence explanation, example 

orderNumber integer M Unique number of the order that was accepted 

Note: Workflow process that makes on an order will send confirmation e-mail to the provided address. 

 

Example1 

mailto:info@maternacz.com
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{ 

orderItems: '[ 
{ 

“productId”: 123, 
“amount”: 1, 

}, 
{ 

“productId”: 124, 
“amount”: 4, 

} 
]', 
firstName: “James”, 

lastName: “Bond”, 

email: “agent007@seznam.cz”, 

phone: “777888999”, 

street: “Vysoká”, 

streetNumber: “57”, 

city: “Brno”, 

zip: “12345”, 

country: “CZ”, 

} 

 1.5  Methods - public zone - topup 

 1.5.1  topup/voucher 

REST style: GET https://<host>/pmweu-rest-v2/pub/p<X>/topup/voucher 

 

Adds a credit balance to pre-paid account using 12-digit scratch code from physical voucher. 

 

Implementation notes 

• No powerfull code 

• Just call REST http://pmw<X>.mvne/pmw-admin/topupVoucher 

• Log its input and output properly 

• In case of local errors, return -9 

 

Input parameters 

parameter M/O data type explanation, example 

msisdn M string MSISDN of customer, E.164 format (scope-customer) 
Example: 420778191444 

scratchCode M digits 12-digit scratch number found under scratchable layer on a printed card 

Example: 852963140598 

 
Output parameters 

parameter data type explanation, example 

accepted integer 1 = kód je platný, použitelný a (nyní již) použitý; požadavek na dobití byl přijat; 
dobití proběhne během několika minut a zákazník bude informován SMSkou (N19) 

mailto:info@maternacz.com
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0 = neplatný kód, vyexpirovaný kód, již použitý kód, blokovaný kód 
-1 = zadané MSISDN nelze dobíjet (neexistuje, port out, není prepaid, apod.) 
-2 = dočasně blacklistované dobíjení (mnoho chybných pokusů za den, odblokuje 
se po půlnoci) 
-3 = dočasně zablokované dobíjení (překročený TOPUP_LIMIT_MONTHLY, 
odblokuje se 1. den v příštím měsíci nebo zvětšením limitu) 
-9 = interní chyba, dobití neproběhlo, zkus to později 

 1.6  Methods - public zone - mobile number portability 

 1.6.1  mnp/portIn/request 

REST style: GET https://<host>/pmweu-rest-v2/pub/p<X>/mnp/portIn/request 

 

Creates a port-in request. 

 

Implementation notes 

• Just sends a mail to sales. Manual confirmation is required. 

 

Input parameters 

parameter M/O data type explanation, example 

ctidCode M digits ČVOP in czech. 
14 digits. 
Example: 20504171740448 

portedMsisdn M string MSISDN to be ported in, E.164 format 
Example: 420778191444 

customerName M string First name and surname. 

customerNumber O string Partner specific customer identification. 

contactMsisdn O string MSISDN for SMS notification sending, E.164 format 
Example: 420778191444 
If not specified, then the ported msisdn is used as a contact msisdn. 

tariff O string Partner specific identification of the tariff required. 

 
Output parameters 

None 

 1.6.2  mnp/portOut/request 

REST style: GET https://<host>/pmweu-rest-v2/pub/p<X>/mnp/portOut/request 

 

Creates a port-out request. 

 

Implementation notes 

• Just sends a mail to sales. Manual confirmation is required. 

 

Input parameters 

parameter M/O data type explanation, example 

portedMsisdn M string MSISDN to be ported out, E.164 format 
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Example: 420778191444 

contactMsisdn O string MSISDN for SMS notification sending, E.164 format 
Example: 420778191444 
If not specified, then the ported msisdn is used as a contact msisdn. 

 
Output parameters 

None 

 1.7  Methods - public zone - online payments 

 1.7.1  cardPayment/topup/availableAmounts 

REST style: GET https://<host>/pmweu-rest/pub/p<X>/cardPayment/topup/availableAmounts 

 
Returns a list of available amounts for top up by a card payment. 
 
Implementation notes 

• get value [gpWebpay][topupAvailableAmounts] from config [pmweu.conf] 

• string split into array – separator “,” and return it 
 
Input parameters 

-none- 

 

Output parameters 

parameter data type explanation, example 

amounts array[]  

 
Example output: 

 { 
  amounts: [10, 50, 60, 70, 80, 100] 
 } 

 1.7.2  cardPayment/create 

REST style: GET https://<host>/pmweu-
rest/pub/p<X>/cardPayment/create?paymentClass=topup&amount=150&msisdn=420778778778&scwUrl=http://kdeBeziScw&isTemplate=1 

 

Creates an online payment. Returns URL leading to GP webpay payment form. 

 

Input parameters 

parameter M/O data type explanation, example 

paymentClass M enum topup ... for prepaid 
invoice ... for postpaid 
deposit … only authorization 

amount M long How much to pay. 

msidn O string Mandatory for paymentClass=topup. 
MSISDN that is subject to topup. 
Example 420778159219. 

invoiceId O long Mandatory for paymentClass=invoice. 
Invoice that is subject to pay. 

scwUrl M string URL of the SCW, where to return after the payment is processed. 

mailto:info@maternacz.com
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It is passed to the GP Webpay as MD field (arbitrary merchant data). 

isTemplate O boolean Whether this payment can be used as a template for future autopayments. 

 

Output parameters 

parameter data type explanation, example 

paymentGatewayUrl string The URL of the GP webpay payment form. 

 

Exceptions 

Exception Description 

MissingArgumentException If some of the mandatory parameters is missing. 

InvalidArgumentException If some of the parameters has invalid format. 

InvoiceNotFoundException If the paymentClass=invoice and the invoiceId doesn't exist. 

InvoiceStatusException If the paymentClass=invoice and the invoiceId is not pending. 

ExternalCommandException If the payment processing has failed in internal system (pmw-admin). 

 

Example output: 

{ 

 paymentGatewayUrl: 
"https://3dsecure.gpwebpay.com/csob/order.do?MERCHANTNUMBER=53280739&OPERATION=CREATE_ORDER&ORDERNUMBER=702
010000000229&AMOUNT=15000&CURRENCY=203&DEPOSITFLAG=1&URL=https%3A%2F%2Fmvne2-cm-
test.maternacz.com%2Fpmweu-
rest%2Fpub%2Fp90%2FcardPayment%2FgpWebpay%2Ffinish&MD=nekam&DIGEST=MZRI2OhQu3p9cbjIm2ljz7tOla%2Fb2J7cJmReLnjrk
%2BGX3xlMk3VPv%2FIMb2Q3LswsUtoR5avm9tZ8WFYeBGoAeVdBBPD1fqEbUgMUYkvhlUAsGzJsg9Js%2BiIEVWhxDttQeap9K5DsnDGc
yPX3JcGbxrNffiNU2Lv4aH1H6UyvEUjZEZi1dszkEe3p1xokPxrg1f0TnCrtFFJPHwfVdXrBrg2Qa1C8rfMH6sp0Wuzenr%2F12YcMk3xX9OpO%
2BmXgVP6NXJAHBs%2FF3DLitwsBAfd7mzJp8lBVnHCSJu88JMQ%2FU0ecfmlW7wEqwRMzTBymPiAflq2HaWFSdc5RLuxlWYQqgQ%3D%
3D" 

} 

cardPayment/gpWebpay/finish 

TODO dopsat dokumentaci podle skutecnyho stavu! 

 1.8  Methods - public zone – action tokens 

 1.8.1  actionToken/use 

Performs the action by the token. 

It is meant to be used as a link from an email. 

 1.8.1.1  Input parameters 

parameter M/O data type description 

token M string  

 1.8.1.2  Output parameters 

The output is a HTML page. Its content depends heavily on the particular action. 

TODO: localization 
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 1.8.1.3  Implementation 

IF token not found in pmweu.actionTokens 

Display page with error: invalid token. 

EXIT 

ENDIF 

 

IF token is expired 

Display page with error: token has expired. 

EXIT 

ENDIF 

 

Set actionToken.lastUsed = NOW 

 

IF action = serviceOrderDetail 

Used actionTokenParameters: 

• serviceOrderId – what order to display, MCD.SERVICE_ORDER 

• serviceOrderApprovalToken – another token for approval of the order 

Display page with order detail, simple table with MCD.SERVICE_ORDER_COMPONENTs. 

IF order is approved 

Display: the order has been already approved by <who> at <when>. 

ELSE 

Display link to <serviceOrderApprovalToken>. 

ENDIF 

ELSEIF action = serviceOrderApproval 

Used actionTokenParameters: 

• serviceOrderId – what order to approve, MCD.SERVICE_ORDER 

• approverId – who is approving, the master consumer who is viewing this page 

IF order is approved 

Display: the order has been already approved by <who> at <when>. 

ELSE 

Update MCD.SERVICE_ORDER: 

• status = approved 

• approved = NOW 

• approverId = <approverId> 

Send email SO2 to MCD.PARTNER_PARAMETER “ORDER_EMAIL”. 

IF order has gid AND gid has consumer 

Send email SO2 to consumer assigned to the gid. 

ENDIF 

Display: the order has been approved. 

ENDIF 

ELSEIF action = consumerPasswordReset 
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Used actionTokenParameters: 

• consumerId – who to reset password to 

• password - the new desired password 

Update MCD.CONSUMER: 

• password = <password> 

Display: your password has been changed to: <password>. Now you can login. 

ELSE 

Display page with error: invalid action. 

EXIT 

ENDIF 

 1.9  Methods - public zone – Abrechnung 

 1.9.1  projects 

Returns the available projects. 

 1.9.1.1  Input parameters 

parameter M/O data type description 

remoteIdLike O string Filter only project having remote_id like (%%) this. 

 1.9.1.2  Output parameters 

projects: [ 

{ 

id: int 

remoteId: int 

name: string 

leaderEmail: string 

solution: string 

customerNumber: string 

customerName: string 

externalRef: string 

orderedBy: string 

}, 

... 

] 

 1.9.2  projectBusinessLines 

Returns the available project business lines. 

 1.9.2.1  Input parameters 

None 
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 1.9.2.2  Output parameters 

businessLines: [ 

{ 

id: int 

name: string 

}, 

... 

] 

 1.9.3  bluemixRegions 

Returns the available IBM Bluemix regions. 

 1.9.3.1  Input parameters 

None 

 1.9.3.2  Output parameters 

regions: [ 

{ 

id: int 

name: string 

geolocation: string 

customer: string 

deployment: enum // only “production” as of now 

domain: string 

cfApiEndpoint: string 

type: enum  // only “public” as of now 

}, 

... 

] 

 1.9.4  componentProduct/order/create/project 

Creates a new CP_ORDER based on a project. Highly specific for Abrechnung order form. 

 1.9.4.1  Input parameters 

parameter M/O data type description 

requestorFirstName M string  

requestorLastName M string  

requestorRole M string  

requestorBusinessLine M string  

requestorDepartment M string  

requestorEmail M string  

requestorPhone M string  
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projectNumber M string  

projectName M string  

projectNameSuffix O string  

projectCustomerName M string  

projectBusinessLine M int One of MCD.PROJECT_BUSINESS_LINE 

projectDepartmentLeader M string  

projectTeamLeader M string  

projectLeader M string  

projectRunningTime O string  

projectContractNumber O string  

cloudProvider M enum one of: aws, azure, bluemix 

cloudYearBudget M string  

cloudMonthlyWarningValue M string  

cloudAdmin M string  

cloudMaternaAdmin O string  

cloudEmail O string  

cloudPhone O string  

awsAccountNameSuffix O string  

awsCredits O string  

awsCreditCode O string  

azureSubscriptionSuffix O string  

azureAnotherServiceLicenses O string  

azureSubscriptionType D enum Mandatory if cloudProvider=azure 
one of: materna, separated 

azureMaternaTenant D ? Mandatory if cloudProvider=azure and azureSubscriptionType=materna 

azureMicrosoftCustomerId D string Mandatory if cloudProvider=azure and azureSubscriptionType=separated 

azureMicrosoftCustomerName D string Mandatory if cloudProvider=azure and azureSubscriptionType=separated 

azureReinvestment D bool Mandatory if cloudProvider=azure and azureSubscriptionType=separated 

bluemixOrganizationSuffix O string  

bluemixArea D string Mandatory if cloudProvider=bluemix 

bluemixRegion D string Mandatory if cloudProvider=bluemix 

 1.9.4.2  Output parameters 

orderId: int 

 1.10  Methods - authenticated zone 

Implementation notes 

• Authentication with username + password against pmweu.tempUsers. 

• FCGI will get username from apache in $ENV{REMOTE_USER} variable. 

• Each method should UPDATE pmweu.tempUsers set expiresAt=interval(now(), 60 minutes) WHERE 
tmpUsername=$ENV{REMOTE_USER}. 

• Session expiry time (60 minutes) to be hard-configured in pmweu.conf. 
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• Methods in this section has access to following context variables: 

◦ customerId (and customerInfo structure) 

◦ (list of) generic service GIDs 

◦ (list of) MSISDN+IMSI+ICCID triplet 

◦ list of active sim services for each MSISDN 

 

 1.10.1  customer/order/put 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/order/put?(…parameters…) 

 

Accepts order of MVNO products (SIM, tariff). Order is being processed asynchronously. 

 

Implementation notes: 

Runs workflow euOrderProcess. 

Workflow orders logistics task to select physical SIM. 

After physical SIM is set, workflow allocates MSISDN and SIM card to customer. 

 

 
Input parameters 

parameter M/O data type explanation, example 

orderItems M JSON string JSON array formatted as a string. 

See example. 

 
Output parameters 

parameter data type occurence explanation, example 

orderNumber integer M Unique number of the order that was accepted 

Note: Workflow process that makes on an order will send confirmation e-mail to customer's e-mail address. 

 

Example1 

{ 

orderItems: '[ 
{ 

“productId”: 123, 
“amount”: 1, 

}, 
{ 

“productId”: 124, 
“amount”: 4, 

} 
]' 

} 

 1.10.2  customer 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer 

 

Gives detailed information about customer, services and MSISDNs. 
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Implementation notes: 

• copy and paste from PMWpartner - customerGet() 

• use the same structure of complexType customerInfo 

 

 

Input parameters 
-none- 
 
 
Output parameters 

parameter data type explanation, example 

customerInfo CustomerInfo See ComplexTypes below 

 
Scope: 

scope-customer (loginByPassword): full structure <customer>-<all gs>-<all numbers> 

scope-number (loginByRingIn, loginBySmsOtp): only selected number - <customer>-<one gs>-<one number> 

 

 1.10.3  customer/set 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/set?(…parameters to be updated…) 

 

Sets/overwrites various personal/company data of customer. 

 

Implementation notes: 

• use tables: CUSTOMER, ADDRESS 

 

Input parameters 

• primaryAddress home address (personal) or domicile address (company) 

• deliveryAddress delivery address (to be used for post) 

• invoicingAddress invoicing address (to be used as “to” address on BSS-generated invoices) 

 

parameter M/O data type explanation, example 

primaryAddress_street O string name of street or settlement area 

primaryAddress_streetNumber O string house number and/or street number 

primaryAddress_zip O string zip code 

primaryAddress_city O string city or municipality name 

primaryAddress_country O string (2-digit code) 

deliveryAddress_street O string name of street or settlement area 

deliveryAddress_streetNumber O string house number and/or street number 

deliveryAddress_zip O string zip code 

deliveryAddress_city O string city or municipality name 

deliveryAddress_country O string (2-digit code) 

invoicingAddress_street O string name of street or settlement area 
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invoicingAddress_streetNumber O string house number and/or street number 

invoicingAddress_zip O string zip code 

invoicingAddress_city O string city or municipality name 

invoicingAddress_country O string (2-digit code) 

email O string e-mail address 

phone O string contact phone number (different from this mobile service number) 

agreeContractWarranty M boolean  

(M)andatory, (O)ptional, (D)epends on others 
 
 
Output parameters 

parameter data type explanation, example 

customerInfo CustomerInfo After-change copy of personal/company data 

 
 
Scope: 

scope-customer: no limit 

scope-number: no limit set/change only allowed if there is customer--one gid--one number 

 1.10.4  customer/simReplacement 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/simReplacement?msisdn=<MSISDN> 

 

End user requests new SIM for existing MSISDN. This is for case when original SIM was lost or physycally destroyed. 

 

Implementation notes: 

Runs workflow simReplacement. 

Workflow checks current status of presence of SIM in HMNO's HLR 

– sim is active: manual task, to resolve what customer really wants to do 

– sim is not active: ok, go on 

Workflow deactivates old SIM in HMNO, sets old sim as LOST. 

Workflow creates logistics order to choose and send-out new SIM. 

After new sim is chosen, workflow allocates new SIM to existing MSISDN, propagate the change to HMNO, activates new SIM. 

 

Input 

parameter M/O data type explanation, example 

msisdn O string One of MSISDN of customer, E.164 format (scope-customer). 
Not used in scope-number. 

 
Output 

Positive response - order accepted 

 

Scope: 

scope-customer: no limit 

scope-number: input parameter “msisdn” is ignored 
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 1.10.5  customer/packages/available 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/packages/available?gid=123 

 

Returns all orderable packages for logged in customer and its GenericService. The implicit (hard) package that is part of each tariff is not 
shown. Such a package may not be ordered/removed as an option. 

 

Implementation notes: 
Package is defined in pricelist as an item of type PACKAGE. 

Return all items of type PACKAGE and PACKAGE-R; do not return PACKAGE-R-A. 

BSS pricelist – example definition of packages 

 
Input parameters 

none 

 

Output parameters 

parameter data type explanation, example 

packages array of: 

{ 

ino: long, 

description: string, 

recurring: boolean, 

priceNetto: decimal, 

vatRate: decimal, 

currency: string, 

} 

 

 

Example: 

packages: [ 

{ 

ino: 123, 

description: ”100 textovych zprav do vsech siti v CR”, 

recurring: true, 

priceNetto: 109.3444, 

vatRate: 21.00, 

currency: ”CZK”, 

}, 

{ 
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ino: 124, 

description: ”20 minut do vsech siti v CR”, 

recurring: true, 

priceNetto: 40.00, 

vatRate: 21.00, 

currency: ”CZK”, 

} 

] 

 1.10.6  customer/package/order 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/package/order?gid=123&ino=123456789 

 

Orders a package of billable units (minutes, SMS, MMS, kilobytes) to the generic service (GID). 

One-time packages are applied immediately. 

While ordering recurrent package, customer has two options: 

1. Activate in the future (specified by startDate). 

2. Activate now (startDate is not used): package units will be available within some minutes after order. Package price and content is 
“shortened” according to number of days remaining in curent billing interval. 

 

Implementation notes: 

1. do not allow to order HARD package (type PACKAGE-R-A) 

2. zapsat do mcd.PACKAGE 

3. vytvořit EDR CHG/PKG-ORDER 
4. po záznamu v mcd.PACKAGE volat workflow packageOrder(pkgInstanceId) 

 

Input parameters 

parameter M/O data type explanation, example 

ino M unsigned int Package item number to be ordered; see packages() method from public zone. 

gid O long generic service ID (scope-customer). 
Not used in scope-number. 

msisdn O string One of MSISDNs of the generic service (scope-customer). 
Not used in scope-number. 

startDate O date If provided, package will be applied at specified (future) date. Default = immediatelly. 
The date may not be in past. 

 
Output parameters 

-none- 

 

Scope: 

scope-customer: no limit 

scope-number: input parameter “gid” and “msisdn” is ignored 

 

Exceptions 

Exception Description 
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PackageNotFoundException If invalid combination of gid and ino given. 

DuplicateRecurrentPackageException If you try to order recurrent package, that is already ordered. 

 1.10.7  customer/packages 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/packages?( … parameters … ) 

 

Gives overview about customer's packages. 

Packages from current billing period are shown. Packages with future startdate are shown. Packages from past (finished) billing periods are 
not shown. 

 

Implementation notes 

1. ino, description, activefrom - get from MCD5.PACKAGE 

2. show packages with future activeFrom as well 

3. do not show packages after ENDTIME; do not show recurrent packages with endtime set (non-null). 

4. price, vatRate, curency: get from BSS.f_priceList* (valid pricelist for sactiveFrom date); on no match, do not fail - just do not return 
these elements 

 

Input parameters 

parameter M/O data type explanation, example 

gid O string Generic service ID. 
Required in scope-customer. 
Ignored in scope-number. 

Msisdn O string If missing, is used tmpUsername parameter 

 
 
Output parameters 

parameter data type explanation, 
example 

packages array of: 
{ 

ino: long, 

description: string, 

recurring: boolean, 

priceNetto: decimal, 

vatRate: decimal, 

currency: string, 

activeFrom: date, 

activeTo: date 

} 

 

 

Scope: 

scope-customer: no limit 

scope-number: input parameter “gid” is ignored 
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Example: 

packages: [ 

{ 

ino: 123, 

description: ”100 textovych zprav do vsech siti v CR”, 

recurring: true, 

priceNetto: 109.3444, 

vatRate: 21.00, 

currency: ”CZK”, 

activeFrom: “2013-11-01”, 

activeTo: “2013-11-31”, 

}, 

{ 

ino: 124, 

description: ”20 minut do vsech siti v CR”, 

recurring: true, 

activeFrom: “2013-11-01”, 

activeTo: null, 

} 

] 

 1.10.8  customer/package/remove 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/package/remove?gid=123&ino=123456789 

 

Removes an ordered package. 

 

Implementation notes: 

1. Check for package type. No operation on non-recurrnet packages. 

2. Do not allow to remove HARD package 

3. set ENDTIME = last day of current billing interval 

 

Input parameters 

parameter M/O data type explanation, example 

ino M unsigned int Package item number to be removed; see packages() method from public zone. 

gid O long generic service ID (scope-customer). 
Not used in scope-number. 

 
Output parameters 

-none- 

 

Scope: 

scope-customer: no limit 
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scope-number: input parameter “gid” is ignored 

 

Exceptions 

Exception Description 

PackageNotFoundException If invalid combination of gid and ino given. 

 

 1.10.9  customer/simProfile 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/simProfile?(…parameters…) 

 

Implementation notes 

• načíst vše ze SIM_SERVICE a z NUMBER_PARAMETER pro dané číslo 

◦ activeService, pokud to má v NUMBER_PARAMETER “1”, “1/AR” nebo “1/cokoliv” 

◦ jinak inactiveService 

• pending je 1 když META je CHRQ*  (programově /^CHRQ/ ) 

 

Gets SIM profile parameters and current status. 

Service names, typed and parameters are installation-specific. Please refer to PMW service catalogue document for the list. 

 

Input parameters 

parameter M/O data type explanation, example 

msisdn M string MSISDN for which we want to get services, E.164 format. Use this for customer with 
more than 1 MSISDNs. Ignored in scope-number. 
Example: 420781014255 

refreshServices O boolean 1 ... update of status of volatile services is requested directly from HMNO 
0 ... no update request is sent to HMNO, default 

language O string cs, en, sk, ... 
If not specified, partner's default is used. 

(M)andatory, (O)ptional, (D)epends on others 
 
 
 
Output parameters 

parameter dataType explanation, example 

simServices SimService[] List of all user-configurable services (both active and inactive) 

l10n  List of language-specific descriptions for service-settings page. 
This set of localization strings must be applied prior to web portal's localization system. 
Applicable to 

• name of service 

• name of parameter 

• operands of parameter 
{ 

“key1”: ”localized string”, 
“key2”: ”localized string”, 
… 

} 

 

Example: 
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“simServices” : [ 
{ 

“name” : “m_premiumSmsBar”, 
“type”: “bool_act_deact”, 
“pending”: 0, 
“value”: 1, 
“upToDate”: 1, 
“readonly”: 0, 

}, 
{ 

“name”: “m_communicationProfile/language”, 
“type”: “enum_1ofN”, 
“pending”: 0, 
“value”: “Czech”, 
“upToDate”: 1, 
“readonly”: 0, 
“availableValues”: [“Czech”,”English”], 

},  
{ 

“name”: “m_barringByCustomer” 
“type”: “container” 
“value”: “”, 
“upToDate”: 1, 
“readonly”: 0, 

}, 
{ 

“name”: “m_barringByCustomer/userBlockingPassword” 
“type”: “text” 
“pending”: 0, 
“value”: “asiHeslo”, 
“upToDate”: 1, 
“readonly”: 0, 

},  
], 
“l10n”: 
{ 

“OneByOne”: “po jednom”, 
“AllTogether”: “hromadně”, 
… 

} 
 
simServices - type: 

• bool_act_deact: service that may be active/inactive. End user may request to activate or deactivate. 

◦ web form structure: [x] Foobar service 

• enum_1ofN: one of many radiobutton 

◦ web form structure: (O) operand1 (  ) operand2 (  ) operand3 

• text: free text with specified maxlength 

◦ web form structure: [                     ] 

• text_number: input field for telephone number: fixed length max 17 characters, format check /^\+?([0-9]{2,15}$/ 

◦ web form structure: [                     ] 

• unsigned: input field for positive number in range 0 - 65535 

• container: this is not changeable service, but container for severla parameters 
 
 
How to cope with upToDate=0 case: 

request response web/javascript behavior 

1st call 
-none- 

m_aaaa 
m_bbbb 
m_cccc 
m_dddd upToDate=0 
m_eeee 

Display all services; m_ddd should be grey and inactive. 

2nd call 
refreshServices=1 

m_dddd upToDate=1 (after a delay) display new status of m_dddd 
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Services are refreshed asynchronously on server. Response with current (not yet refreshed) status is returned immediately. It is up to client to 
check when all volatile services are upToDate (by calling this method without refreshServices parameter). 
 
Scope: 

scope-customer: no limit 

scope-number: input parameter “msisdn” is ignored 

 1.10.10  customer/simProfile/set 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/simProfile/set?(…parameters…) 

 

Sets SIM profile parameters. Activates/deactivates services. 

Service names, typed and parameters are installation-specific. Please refer to PMW service catalogue document for the list. 

 

Implementation notes 

• požadavek na aktivaci 

◦ možno jedině při stavu “0” (nikoli např. 0/CHRQ:1) 

◦ zapsat hodnotu CHRQ:1 do tabulky NUMBER_PARAMETER.META 

• požadavek na deaktivaci 

◦ možno jedině při stavu “1” (nikoli např. 1/CHRQ...) 

◦ zapsat hodnotu CHRQ:0 do tabulky NUMBER_PARAMETER.META 

• for each parameter group that was changed, run (asynchronous) workflow simProfileChange(MSISDN,simServiceGroupName) 

◦ m_clir and m_mms are 2 different groups 

◦ m_clir and m_clir/type is one group (simServiceGroupName=m_clir) 

 

 

Input parameters 

parameter M/O data type explanation, example 

msisdn O string MSISDN for which we want to change services, E.164 format. Use this 
for customer with more than 1 MSISDNs. 
Example: 420781014255 

<simProfileParameterName> O string New value of the given SIM profile parameter. 
There may be several of them, see example. 

(M)andatory, (O)ptional, (D)epends on others 
 
After cSimProfileSet, consider the service as “pending=1”. 
 

Event Data Records 

Activation of services of type bool_act_deact produces EDR of category SRV, operation ACT-REQ and ACT-DONE. 

Deactivation of services of type bool_act_deact produces EDR of category SRV, operation DEACT-REQ and DEACT-DONE. 

Change of service of another type produces EDR of category SRV, operation SET-REQ and SET-DONE. 

EDRs of type *-REQ are created by PMWeu interface directly. 

EDRs of type *-DONE are created asynchronously by workflow engine. 

 

Output parameters 
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identical to customer/simProfile. 

 

Example 

{ 

“msisdn”: “420777888999”, 

“m_communicationProfile/language”: “Czech”, 

“m_barringByCustomer/incomingCall”: 1, 

“m_clir”: 0, 

“m_barringByCustomer/userBlockingPassword”: “whatever”, 

... 

} 

 

 

 

Scope: 

scope-customer: no limit 

scope-number: input parameter “msisdn” is ignored 

 1.10.11  customer/cdr 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/cdr?(…parameters…) 

 

Returns CDR (call detail records) for specific customer/service/SIM card within specified timeframe (date from - date to). 

 

Implementation notes: 

• CDRka podle MVNE CDR format and fields 

 

Input parameters 

parameter M/O data type explanation, example 

msisdn O string MSISDN (number) of SIM; not applicable in scope-number 

dateFrom O date CDRs with this date and newer are returned. Default = 1st day of actual month. 
Max date from depends on data retention setting. 
Example: 2013-11-01 

dateTo O date CDRs with this date ond older are returned. Default = current date. dateTo must not be 
before dateStart. The dateFrom-dateTo range must not cross month boundary. 
Example: 2013-11-30 

(M)andatory, (O)ptional 
 
 
Output parameters 

parameter data type explanation, example 

recordsTotal integer Total number of CDRs 

recordsShown integer Number of CDRs actually shown 

cdrList cdrList List of Charging Detail Records for the customer/service/SIM card. Ordered by date/time. 
Internal limit 10.000 items to return. 
cdrList = { 
 { dateStart, usageTypeId, bParty, volume, destinationId } 

mailto:info@maternacz.com


 

 
                                                   Strana 37 

 

   

Interní dokument 

PMWeu_interface_v7 

 

 

MATERNA Communications a.s., Vinohradská 2396/184,130 52 Praha 3 

www.maternacz.com, Tel: +420 910 303 141, mail: info@maternacz.com 

IČO: 259 49 098, DIČ: CZ25949098  

Zapsána v obchodním rejstříku Městského soudu v Praze, oddíl B, vložka 12229 

Bankovní spojení: Raiffeisenbank, č. účtu 7773377733/5500 

   

} 
CDRline is semicolon-separated string. 

usageTypes  list of usageTypes used among cdrList 
{ 
 3001: “volání” 
 3901: “odchozí SMS roaming” 
 … 
} 

destinations  list of destinations used among cdrList 
{ 
 12: “vlastní síť”, 
 13: “O2”, 
 14: “pevné sítě ČR”, 
 … 
} 

 
Scope: 

scope-customer: no limit 

scope-number: input parameter “msisdn” may be used only with corresponding number 

 1.10.12  customer/freeUnits 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/freeUnits?gid=123456 

 

Returns current state of customer's free units (minutes, SMS). 

 

Input parameters 

parameter M/O data type explanation, example 

gid O integer Identification of generic service. 
Required only for scope-customer. 
Ignored for scope-number. 

(M)andatory, (O)ptional 
 
 
Output parameters 

parameter data type explanation, example 

dateFrom date Start date of billing period (from when “total” and “remaining” is valid). 
Not returned if units are empty (there are no free units of any type). 

units FreeUnits unit name, total number, remaining number 
Example: 
“MIN”: { “total”:”60:00”, “remaining”:”7:03” }, 
“SMS”: { “total”:”80”, “remaining”:”0” }, 

 
Scope: 

scope-customer: input parameter “gid” is required, no limit 

scope-number: input parameter “gid” is ignored 

 

Example 1: 

{ 

dateFrom: “2013-03-01”, 

units: { 

MIN: { 
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total:”60:00”, 

remaining:”7:00”, 

}, 

SMS: { 

total:”80”, 

remaining:”0”, 

} 

} 

} 

 

Example 2: 

{ 

units: {} 

} 

 1.10.13  customer/invoices 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/invoices 

 

Returns overview (list) of customer's invoices for last 18 months. 

 

Implementation notes: 

• database pmwX-billing, table fdoc_invoice 

•  

Input parameters 
-none- 
 
 
Output parameters 

parameter data type explanation, example 

invoices Invoice[] invoices: [ 
{ 

id:440011558 
issueDate:2013-03-03 
taxableSupplyDate:2013-02-28 
dueDate:2013-03-15 
periodStart:2013-02-01 
periodEnd:2013-02-28 
currency:CZK 
totalPrice:987.12 
paymentStatus: paid 

}, 
{ 

id:440011559 
issueDate:2013-04-04 
taxableSupplyDate:2013-03-31 
dueDate:2013-04-15 
periodStart:2013-03-01 
periodEnd:2013-03-31 
currency:CZK 
totalPrice:555.00 
paymentStatus: pending 
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} 
] 

 
Scope: 

scope-customer: no limit 

scope-number: returns only invoices containing just and only the scoped scoped msisdn 

 1.10.14  customer/invoice 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/invoice?invoiceId=440011558 

 

Returns items of an invoice. 

 

Implementation notes: 

• database pmwX-billing, table fdoc_invoice 

 

Input parameters 

parameter M/O data type explanation, example 

invoiceId M integer invoice number (max. 10 digits) 

 
 
Output parameters 

parameter data type explanation, example 

invoice Invoice  

invoiceBlocks InvoiceBlock[]  

 

Exceptions 

Exception Description 

InvoiceNotFoundException If unaccessible invoiceId given (does not belong to logged in customer, it is too old, ...) 

 

Example: 

{ 
invoice: { 

id: 440011558 
issueDate: ”2013-03-03” 
taxableSupplyDate: ”2013-02-28” 
dueDate: ”2013-03-15” 
periodStart: ”2013-02-01” 
periodEnd: ”2013-02-28” 
currency: “CZK” 
totalPrice: 987.12 
paymentStatus: paid 

} 
invoiceBlocks: [ 

{ 
gid: 8895, 
numbers: [“791200144”, “791200145”], 
tariffName: "Foobar 500 promo", 
items: [ 

{ 
pricelistItemId: 1749, 
pricelistItemType: "VOICE-TERM", 
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description: "mobilní sítě v ČR", 
quantity: 901, 
unitPrice: 3.0000, 
totalPrice: 45.0500, 
vat: 21.00 

}, 
{ 

pricelistItemId: 1750, 
pricelistItemType: "VOICE-TERM", 
description: "pevné sítě v ČR", 
quantity: 600, 
unitPrice: 2.2000, 
totalPrice: 22.0000, 
vat: 21.00 

} 
] 

}, 
] 

} 

 1.10.15  customer/invoice/pdf 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/invoice/pdf?invoiceId=440011558 

 

Returns customer's invoice as an PDF file. Unlike other methods, returns directly Content-Type “application/pdf”. 

 

Input parameters 

parameter M/O data type explanation, example 

invoiceId M integer invoice number (max. 10 digits) 

 
 
Output 
PDF file. 
 

Exceptions 

Exception Description 

InvoiceNotFoundException If unaccessible invoiceId given (does not belong to logged in customer, it is too old, ...) 

 

 1.10.16  customer/autoPayment/remove 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/autoPayment/remove 

 

Permanently removes automatic payment authorization for post-paid customer. 

 

Implementation notes: 

• pouze pro postpaid zákazníka 

• pouze pro scope-customer 

• převolábat PMWAdmin AutoPaymentRemove 
 

Input parameters 
-none- 

 
Output parameters 
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parameter data type explanation, example 

customerInfo CustomerInfo See ComplexTypes below 

 

 

Exceptions 

Exception Description 

MissingArgumentException MSISDN not found 

InvalidArgumentException MSISDN is invalid 

MsisdnNotFoundException Logged in customer has no MSISDN <msisdn> 

InvalidStateException MSISDN <msisdn> is not active, cannot change settings 

 

Scope: 

scope-customer: no limit 

scope-number: restricted (no operation) 

 1.10.17  customer/prepaidBalance 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/prepaidBalance 

 

Returns customer's actual pre-paid balance. This call may block for a while (typ. 5-8 seconds); consider some kind of spinner on presentation 
level. 

 

Implementation notes 

• PREPAID_BACKEND=GPCS kredit je uložený lokálně v GPCS 

◦ načíst z gpcs účtu specifikovaného v MCD proměnné GPCS_ID 

◦ podle GPCS  expiry_date → expiryBalance 

• PREPAID_BACKEND=HMO kredit obhospodařuje Host MNO 

◦ volat hmno rozhraní command typu balance inquiry 

◦ konfigurace v pmweu.conf 

◦ na jeké MSISDN se do hmno dotazovat? 

▪ více MSISDN pod jedním zákazníkem by nemělo nastat 

▪ scope-customer: vzít jedno (první) z prvního GIDu WHERE active=1 

▪ scope-number: tady je to jasný 

• Kde číst? Podle wf-backends.conf [prepaid] mode=GPCS nebo mode=HostMNO) 

◦ volat usageInquiry.pl; ignorovat creditExpiry; expiryBalance vzít z MCD lifeCycle, záznam PRP_BALANCE_FREEZE 

• expirySubscription vzít vždy z MCD lifeCycle, záznam PRP_ACTIVE_EXPIRY 
 
 
Input parameters 
-none- 
 
Output 
(same meaning as “prepaid” subblock of complex type CustomerInfo) 

parameter data type explanation, example 

balance decimal  
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expiryBalance date expiryBalance je datum vypršení (použitelnosti) kreditu (pak kredit zůstává ale nelze 
čerpat - je zmrazen). 

expirySubscription date expirySubscription je datum vypršení subskripce (SIM bude deaktivována, MSISDN se 
zruší – nenávratně) 

currency string currency ISO (currently from config) 

 

 

Exceptions 

Exception Description 

ExternalCommandException If in HostMNO mode and PMWAdmin fails 

 

Scope: 

scope-customer: no limit 

scope-number: returns only invoices containing just and only the scoped scoped msisdn 

 1.10.18  customer/spending 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/spending 

 

Returns SUM of card balance for all numbers owning logged customer 

 

Implementation notes: 

• database pmwX-mcd5, table cards_balance 

 

Input parameters 

parameter M/O data type explanation, example 

none    

 
 
Output parameters 

parameter data type explanation, example 

start_date string Card balance from this date. Example: “2014-09-01” 

spending string SUM of card balance for all numbers owning logged customer. Example: “123,25” 

 

Exceptions 

Exception Description 

None  

 

Example: 

{ 
   "start_date" : "2014-09-01", 
   "spending" : "123,25" 
} 
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 1.10.19  customer/password/set 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/password/set?oldPassword=1234&newPassword=12345 

Sets new customer-scope selfcare password. 

 1.10.19.1  Input parameters 

parameter M/O data type explanation, example 

oldPassword O string Old password. Is mandatory, if password was set in past. Example: 1234 

newPassword M string New password. Only numbers allowed. Length 4-8. Example: 12345 

 1.10.19.2  Output parameters 

parameter data type explanation, example 

passwordChange string “0” => Password was set, “1” => Password was changed 

accepted string “1” => Password was accepted 

 1.10.19.3  Implementation 

Copy paste CustomerNumberPasswordSet.pm with these deviations: 

1. Update table pmwX-pmweu.failedPaswordChangeRequests by Q2 - DB schema – vX.mwb. 

2. customerId is used as the unique identifier instead of MSISDN. 

3. The selfCare_password is taken from MCD.CUSTOMER_PARAMETER instead of MCD.NUMBER_PARAMETER. 

4. Do not bother with password change history. 

5. Change the selfCare_password directly in DB instead of calling PMW admin. 

 1.10.19.4  Exceptions 

Exception Description 

MissingArgumentException If selfcare password was set in past and missing, throwing this exception 

InvalidStateException Daily limit of failed requests in row was exceeded 

InvalidArgumentException oldPassword doesnt match with password, which was already set in past 

 

Example: 

{ 
   "passwordChange" : "1", 
   "accepted" : "1" 
} 

 1.10.20  customer/numberPassword/set 

REST style: GET https://<host>/pmweu-
rest/auth/p<X>/customer/numberPassword/set?msisdn=420778778778&oldPassword=1234&newPassword=12345 

Sets new msisdn-scope selfcare password 

Implementation notes: 

• password: pmwX-mcd5, table fdoc_invoice 

• failed requests: database: pmweu, table failedPaswordChangeRequests 
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• if ok, calls  pmwadmin/selfCarePasswordSet?msisdn=<msisdn>&scPassword=<newPassword> 

 

Input parameters 

parameter M/O data type explanation, example 

oldPassword O string Old password. Is mandatory, if password was set in past. Example: 1234 

newPassword M string New password. Only numbers allowed. Length 4-8. Example: 12345 

msidn M string Msisdn. Format with prefix. Example 420778159219 

 
 
Output parameters 

parameter data type explanation, example 

passwordChange string “0” => Password was set, “1” => Password was changed 

accepted string “1” => Password was accepted 

 

Exceptions 

Exception Description 

MissingArgumentException MSISDN not found 

InvalidArgumentException MSISDN is invalid 

MsisdnNotFoundException Logged in customer has no MSISDN <msisdn> 

InvalidStateException MSISDN <msisdn> is not active, cannot change settings 

MissingArgumentException If selfcare password was set in past and missing, throwing this exception 

InvalidStateException Daily limit of failed requests in row was exceeded 

InvalidArgumentException oldPassword doesnt match with password, which was already set in past 

 

Example: 

{ 
   "passwordChange" : "1", 
   "accepted" : "1" 
} 

 1.10.21  customer/facebook/set 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/customer/facebook/set?... 

Pairs Facebook's account with logged in MCD customer. 

 1.10.21.1  Input parameters 

parameter M/O data type explanation, example 

accessToken M string Access token of the logged in Facebook's user. 

 1.10.21.2  Output parameters 

None 
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 1.10.21.3  Implementation 

See CustomerFacebook.pm from gaming-eu-api for inspiration. 

Retrieve the Facebook's user ID from the Graph API by the accessToken. 

Check if not duplicate with another customer in MCD.CUSTOMER_FACEBOOK. 

Write to MCD.CUSTOMER_FACEBOOK. 

 1.10.21.4  Exceptions 

Exception Description 

DuplicateFacebookAccountException If the Facebook's user ID is already assigned to another MCD customer. 

 1.10.22  customer/tariffs 

Returns the list of the tariffs available to the customer. 

 1.10.22.1  Input parameters 

None 

 1.10.22.2  Output parameters 

tariffs: [ 

# 0..N 

{ 

id: integer 

name: string 

} 

] 

 1.10.22.3  Implementation 

Read from BSS.s_tariffs. 

Limit by BSS.s_tariff_partner by partner of the logged in customer. 

Limit to active tariffs. 

 1.10.23  consumer/password/set 

Sets new consumer-scope selfcare password. 

 1.10.23.1  Input parameters 

parameter M/O data type explanation, example 

password M string  

 1.10.23.2  Output parameters 

None 

 1.10.23.3  Implementation 

Write to MCD.CONSUMER. 

Remove MCD.CONSUMER_PARAMETER “initialPassword”. 
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 1.10.23.4  Exceptions 

Exception Description 

PermissionException If the logged in user is not the consumer scope. 

 1.10.24  number/autoTopup/set 

REST style: GET https://<host>/pmweu-
rest/auth/p<X>/number/autoTopup/set?msisdn=420778778778&autoTopupEnabled=1&autoTopupThreshold=200 

 

Sets parameters of automatic topup for pre-paid number (MSISDN). This metod may not enable automatic topup that is not authorized yet. 

 

Implementation notes: 

• kontrolovat že číslo je prepaid 

• tabulka NUMBER_PARAMETERS 

◦  autoTopupEnabled = 1 

◦  autoTopupThreshold = 20 

◦  autoTopupAmount = 150 

• převolábat PMWAdmin AutoTopupSet 
 

Input parameters 

parameter M/O data type explanation, example 

msidn M string MSISDN that is subject to automatic topup. 
Example 420778159219. 

autoTopupEnabled O boolean Set enabled/disabled flag on existing (authorized) topup. 

autoTopupThreshold O long Set threshold - when balance of number's prepaid credit falls under specified 
value, automatic topup occurs. Minumum value is 1. Subscription's currency. 
Example: 20 

autoTopupAtExpiry O boolean Set/unset condition for automatic topup - expiry of validity of prepaid credit. 

autoTopupAmount O long Amount of money to withdraw from the bank when automatic topup occurs. 
Example: 150 

notifyMsisdn O string Notification MSISDN - will receive 
Example 420778159219. 

 

 
Output parameters 

parameter data type explanation, example 

customerInfo CustomerInfo See Complex data types 

 

Exceptions 

Exception Description 

MissingArgumentException MSISDN not found 

InvalidArgumentException MSISDN is invalid 

MsisdnNotFoundException Logged in customer has no MSISDN <msisdn> 

InvalidStateException MSISDN <msisdn> is not active, cannot change settings 
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 1.10.25  number/autoTopup/remove 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/number/autoTopup/remove?msisdn=420778778778 

 

Permanently removes automatic topup authorization for pre-paid number (MSISDN) 

 

Implementation notes: 

• kontrolovat že číslo je prepaid 

• převolábat PMWAdmin AutoTopupRemove 
 

Input parameters 

parameter M/O data type explanation, example 

msidn M string MSISDN that is subject to automatic topup. 
Example 420778159219. 

 

 
Output parameters 

parameter data type explanation, example 

customerInfo CustomerInfo See Complex data types 

 
 

Exceptions 

Exception Description 

MissingArgumentException MSISDN not found 

InvalidArgumentException MSISDN is invalid 

MsisdnNotFoundException Logged in customer has no MSISDN <msisdn> 

InvalidStateException MSISDN <msisdn> is not active, cannot change settings 

 1.10.26  mnp/portIn/overExistingSim 

REST style: GET https://<host>/pmweu-rest-v2/auth/p<X>/mnp/portIn/overExistingSim 

 

Performs the automatic port-in process with the help of an existing SIM. This SIM holds some temporary MSISDN, that becomes inaccessible 
during the process. The SIM must be activated before calling this method. 

 

Implementation notes 

• Runs the mnpPortInOverExistingSim workflow. 

 

Input parameters 

parameter M/O data type explanation, example 

ctidCode M digits ČVOP in czech. 
14 digits. 
Example: 20504171740448 

portedMsisdn M string MSISDN to be ported in, E.164 format 
Example: 420778191444 

mailto:info@maternacz.com


 

 
                                                   Strana 48 

 

   

Interní dokument 

PMWeu_interface_v7 

 

 

MATERNA Communications a.s., Vinohradská 2396/184,130 52 Praha 3 

www.maternacz.com, Tel: +420 910 303 141, mail: info@maternacz.com 

IČO: 259 49 098, DIČ: CZ25949098  

Zapsána v obchodním rejstříku Městského soudu v Praze, oddíl B, vložka 12229 

Bankovní spojení: Raiffeisenbank, č. účtu 7773377733/5500 

   

swapFromMsisdn M string Temporary MSISDN to port over, E.164 format 
Example: 420778191444 
It must be activated already. 

contactMsisdn O string MSISDN for SMS notification sending, E.164 format 
Example: 420778191444 
If not specified, then the ported msisdn is used as a contact msisdn. 

promoCode O string If specified and valid, it makes the port-in fee not required. 
The configuration of promo actions and their codes is beyond the scope of this 
manual. 

 
Output parameters 

None 

 

Scope: 

scope-customer: no limit 

scope-number: swapFromMsisdn must be the scoped msisdn 

 1.10.27  cardPayment/create 

See cardPayment/create in the chapter “Methods - public zone - online payments”. The inputs and outputs are the same. The only reason why 
there is the same method in both the public and authorized zone is the we need to distinguish whether from where the payment was created. 

 1.11  Methods – authenticated zone – component product [Q2] 

 1.11.1  componentProduct/orders 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/componentProduct/orders 

Returns the list of customer's orders. 

 1.11.1.1  Input parameters 

None 

 1.11.1.2  Output parameters 

orders: [ 

# 0..N 

{ 

id: integer 

type: string 

status: string 

 

# null if not set 

warranty: { 

status: string  # pending, paid, expired 

currency: string 

amount: integer 

expiration: date 

invoiceId: integer 

} 
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# null if not set 

advance: { 

status: string  # pending, paid, expired 

currency: string 

amount: integer 

expiration: date 

invoiceId: integer 

} 

 

# null if not choosen yet 

tariff: { 

id: integer, 

name: string 

shortName: string 

} 

created: datetime 

} 

] 

 1.11.1.3  Implementation 

See PMW partner cpOrderList(). 

 1.11.2  componentProduct/order 

REST style: GET https://<host>/pmweu-rest/auth/p<X>/componentProduct/order?orderId=458 

Returns the order details. 

 1.11.2.1  Input parameters 

parameter M/O data type description 

orderId M integer  

 1.11.2.2  Output parameters 

{ 

id: integer 

type: string 

status: string 

 

# null if not set 

warranty: { 

status: string  # pending, paid, expired 

currency: string 

amount: integer 
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expiration: date 

invoiceId: integer 

} 

 

# null if not set 

advance: { 

status: string  # pending, paid, expired 

currency: string 

amount: integer 

expiration: date 

invoiceId: integer 

} 

 

# Null if not choosen yet. 

tariff: { 

id: integer, 

name: string 

shortName: string 

} 

created: datetime 

history: [ 

# 0..N 

{ 

validUntil: dateTime 

status: string 

 

} 

] 

components: [ 

# 0..N 

{ 

id: integer 

categoryCode: string 

status: string 

subcategoryCode: string # Null if not choosen yet 

# Null if not choosen yet 

hostServiceProvider: { 

id: integer 

name: string 

shortName: string 

} 

mailto:info@maternacz.com


 

 
                                                   Strana 51 

 

   

Interní dokument 

PMWeu_interface_v7 

 

 

MATERNA Communications a.s., Vinohradská 2396/184,130 52 Praha 3 

www.maternacz.com, Tel: +420 910 303 141, mail: info@maternacz.com 

IČO: 259 49 098, DIČ: CZ25949098  

Zapsána v obchodním rejstříku Městského soudu v Praze, oddíl B, vložka 12229 

Bankovní spojení: Raiffeisenbank, č. účtu 7773377733/5500 

   

price: { 

currency: string 

priceNetto: decimal 

priceBrutto: decimal 

vatRate: decimal 

recurring: boolean 

} 

parameters: { 

# 0..N 

name: value # string => string 

} 

history: { 

validUntil: datetime 

status: string 

# Null if not choosen at that time 

hostServiceProvider: { 

id: integer 

name: string 

shortName: string 

} 

subcategoryCode: integer # Null if not choosen at that time 

parameters: [ 

# 0..N 

{ 

name: value 

} 

] 

} 

} 

] 

customItems: [ 

# 0..N 

{ 

name: string 

currency: string 

priceNetto: decimal 

priceBrutto: decimal 

vatRate: decimal 

recurring: boolean 

} 

] 
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} 

 1.11.2.3  Implementation 

See PMW partner cpOrderGet(). 

 1.12  Methods – authenticated zone – service order [ITF] 

 1.12.1  serviceOrder/list 

Returns the list of the consumer's orders. 

The orders are ordered by creation time (descending). 

 1.12.1.1  Input parameters 

None 

 1.12.1.2  Output parameters 

orders: [ 

# 0..N 

{ 

id: integer 

# serviceCreation, serviceModification, serviceCancellation 

type: string 

# Optional. Set only for type=serviceCreation. One of: workplace, specialService 

serviceType: string 

status: string 

# Optional. Set only if type=serviceModification 

genericService: { 

gid: integer 

# Optional. Set only for non-workplace. 

name: string 

# Optional. Set only for workplaces. 

consumer: { 

id: integer 

firstName: string 

lastName: string 

email: string 

master: boolean 

} 

} 

# Optional. Set only if the order has been approved already. 

approved: datetime 

# Optional. Set only if the order has been approved already. 

approver: { 

id: integer 
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firstName: string 

lastName: string 

email: string 

master: boolean 

} 

created: datetime 

components: [ 

# 0..N 

{ 

id: integer 

category: { 

code: string 

name: string 

} 

subcategory: { 

code: string 

name: string 

} 

amount: integer 

} 

] 

} 

] 

 1.12.1.3  Implementation 

Read from MCD.SERVICE_ORDER. 

Limit to orders created by logged in consumer. 

Order by created DESC. 

 1.12.2  serviceOrder 

Returns the order detail. 

 1.12.2.1  Input parameters 

parameter M/O data type description 

orderId M integer  

 1.12.2.2  Output parameters 

{ 

id: integer 

# serviceCreation, serviceModification, serviceCancellation 

type: string 

# Optional. Set only for type=serviceCreation. One of: workplace, specialService 
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serviceType: string 

status: string 

# Optional. Set only for type=serviceCreation and serviceType=workplace 

consumer: { 

firstName: string 

lastName: string 

email: string 

} 

# Optional. Set only for type=serviceCreation and serviceType=specialService 

serviceName: string 

# Optional. Set only if type=serviceModification 

genericService: { 

gid: integer 

# Optional. Set only for non-workplace. 

name: string 

# Optional. Set only for workplaces. 

consumer: { 

id: integer 

firstName: string 

lastName: string 

email: string 

master: boolean 

} 

} 

# Optional. Set only if the order has been approved already. 

approved: datetime 

# Optional. Set only if the order has been approved already. 

approver: { 

id: integer 

firstName: string 

lastName: string 

email: string 

master: boolean 

} 

created: datetime 

components: [ 

# 0..N 

{ 

id: integer 

category: { 

code: string 
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name: string 

} 

subcategory: { 

code: string 

name: string 

} 

amount: integer 

} 

] 

} 

 1.12.2.3  Implementation 

Verify the order is created by logged in consumer. 

Read from MCD.SERVICE_ORDER. 

 1.12.3  serviceOrder/add 

Creates a new order. 

 1.12.3.1  Input parameters 

parameter M/O data type description 

type M enum • serviceCreation – if you want a new workplace/specialService 

• serviceModification – if you want to modify existing workplace/specialService 

• serviceCancellation – if you want to cancel the whole workplace/specialService 

serviceType D enum • workplace 

• specialService 
Must be specified if type=serviceCreation. Must not otherwise. 

tariffId D integer Must be specified if type=serviceCreation. Must not otherwise. 

consumerFirstName D string Must be specified if type=serviceCreation and serviceType=workplace. 

consumerLastName D string Must be specified if type=serviceCreation and serviceType=workplace. 

consumerEmail D string Must be specified if type=serviceCreation and serviceType=workplace. 

serviceName D string Must be specified if type=serviceCreation and serviceType=specialService. 

gid D integer Must be specified if type=serviceModification/Cancellation. Must not otherwise. 

 1.12.3.2  Output parameters 

{ 

orderId: integer 

} 

 1.12.3.3  Implementation 

Verify that there is no other order with status new/complete/approved for the same gid. 

Write to MCD.SERVICE_ORDER. 

 1.12.3.4  Errors 

DuplicateServiceOrderException – if there is another order with status new/complete/approved for the same gid 
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 1.12.4  serviceOrder/set 

Changes the existing order. 

 1.12.4.1  Input parameters 

parameter M/O data type description 

orderId M integer  

status O enum It can be changed only from new to complete. 

 1.12.4.2  Output parameters 

none 

 1.12.4.3  Implementation 

Verify the order is created by the logged in consumer. 

IF status is specified 

Allow only from new to complete. 

IF order creator is master 

Change order status up to approved. 

Set approved = now. 

Set approver = creator. 

Send email SO2 to MCD.PARTNER_PARAMETER “ORDER_EMAIL”. 

IF order has gid AND gid has consumer 

Send email SO2 to consumer assigned to the gid. 

ENDIF 

ELSE 

FOREACH master consumers of the customer 

Generate token to pmweu.actionTokens: 

• action = “serviceOrderApproval” 

• expiration = NOW + MCD.CUSTOMER_PARAMETER “ORDER_APPROVAL_TIMEOUT” (in hours) 

pmweu.actionTokenParameters: 

• serviceOrderId = <orderId> 

• approverId = <consumer.id> 

 

Generate token to pmweu.actionTokens: 

• action = “serviceOrderDetail” 

• expiration = NOW + MCD.CUSTOMER_PARAMETER “ORDER_APPROVAL_TIMEOUT” (in hours) 

pmweu.actionTokenParameters: 

• serviceOrderId = <orderId> 

• serviceOrderApprovalToken = <previously generated token for serviceOrderApproval> 

 

Send email (MCD.EmailTemplate.code = SO1) to the master consumer with link to serviceOrderDetail token. 

ENDFOREACH 
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ENDIF 

ENDIF 

 1.12.4.4  Errors 

PermissionException – if the order doesn't belong to the logged in consumer 

InvalidStateException – if the order status is not new 

 1.12.5  serviceOrder/remove 

Removes the existing order. 

 1.12.5.1  Input parameters 

parameter M/O data type description 

orderId M integer  

 1.12.5.2  Output parameters 

none 

 1.12.5.3  Implementation 

Verify the order is created by the logged in consumer. 

Verify the order status is new. 

Remove from MCD.SERVICE_ORDER. 

 1.12.5.4  Errors 

PermissionException – if the order doesn't belong to the logged in consumer 

InvalidStateException – if the order status is not new 

 1.12.6  serviceOrder/component/listAvailable 

Returns the components, that can be added to the given order. 

 1.12.6.1  Input parameters 

parameter M/O data type description 

orderId M integer  

 1.12.6.2  Output parameters 

{ 

components: [ 

# 0..N 

{ 

category: { 

id: integer 

code: string 

name: string 

} 
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subcategory: { 

id: integer 

code: string 

name: string 

} 

 

currency: string 

priceWithoutVat: decimal 

priceWithVat: decimal 

} 

] 

} 

 1.12.6.3  Implementation 

Verify the order is created by the logged in consumer. 

Verify the order status is new. 

NOTE: the following algorithm is used by serviceOrder/component/add as well, so extract it reasonably to a common place. 

IF order has gid 

pricelist = the current BSS pricelist by GID. 

ELSE 

pricelist = the current BSS pricelist of the MCD.SERVICE_ORDER.TARIFF_ID. 

ENDIF 

FOREACH BSS.s_componentSubcategory 

IF NOT have item with type=COMPONENT in the pricelist 

SKIP 

ENDIF 

 

IF HAS f_pricelist_componentRules “availability” 

IF parameters = internal 

SKIP 

ENDIF 

IF parameters = partner 

SKIP 

ENDIF 

IF parameters = master AND logged in consumer is not master 

SKIP 

ENDIF 

ENDIF 

 

IF HAS f_pricelist_componentRules “requiresComponentAll” 

IF order nor gid (if any) doesn't contain all the components specified in parameters 

SKIP 
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ENDIF 

ENDIF 

 

IF HAS f_pricelist_componentRules “requiresComponentAny” 

IF order nor gid (if any) doesn't contain at least one of the components specified in parameters 

SKIP 

ENDIF 

ENDIF 

 

Determine all the components the current one conflicts with. Read all the “conflictsComponent” rules that contains the current 
component either on the left (field subcategory) or on the right (field parameters). 

IF order or gid (if any) contains some of the conflicting components 

SKIP 

ENDIF 

 

IF HAS f_pricelist_componentRules “maxCount” 

IF the sum of the current component in order and gid (if any) >= value specified in parameters 

SKIP 

ELSE 

Return the difference as maxAmount. 

ENDIF 

ENDIF 

ENDFOREACH 

 1.12.6.4  Errors 

PermissionException – if the order doesn't belong to the logged in consumer 

InvalidStateException – if the order status is not new 

 1.12.7  serviceOrder/component/add 

Adds a new component to the order. 

 1.12.7.1  Input parameters 

parameter M/O data type description 

orderId M integer  

type M enum componentCreation, componentCancellation 

subcategoryId D integer Must be set for type=componentCreation. 

componentId D integer Must be set for type=componentCancellation. 

 1.12.7.2  Output parameters 

none 

 1.12.7.3  Implementation 

Verify the order is created by the logged in consumer. 
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Verify the order status is new. 

IF type=componentCreation 

Verify the order type is serviceCreation or serviceModification. 

Verify the subcategoryId is available. Use the same algorithm as in serviceOrder/component/listAvailable. 

Verify the amount is not greater than the maxAmount (if any). 

ELSEIF type=componentCancellation 

Verify the order type is serviceModification. 

Verify the componentId belongs to the gid of the order. 

Verify the componentId is not already present in the order. 

Verify the componentId is not required for another existing (in GID) or ordered (in the orderId) component. 

ELSE 

InvalidArgumentException 

ENDIF 

Write to MCD.SERVICE_ORDER_COMPONENT. 

 

 1.12.7.4  Errors 

PermissionException – if the order doesn't belong to the logged in consumer 

InvalidStateException – if the order status is not new 

UnavailableComponentException – if the subcategoryId is not available 

 1.12.8  serviceOrder/component/remove 

Adds a new component to the order. 

 1.12.8.1  Input parameters 

parameter M/O data type description 

orderComponentId M integer  

 1.12.8.2  Output parameters 

none 

 1.12.8.3  Implementation 

Verify the order is created by the logged in consumer. 

Verify the order status is new. 

Verify that no other components of the same order depends on this one. 

IF order has gid 

pricelist = the current BSS pricelist by GID. 

ELSE 

pricelist = the current BSS pricelist of the MCD.SERVICE_ORDER.TARIFF_ID. 

ENDIF 

FOREACH other items in MCD.SERVICE_ORDER_COMPONENT 

IF HAS f_pricelist_componentRules “requiresComponentAll” 

IF the removed component is in parameters 
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DENY 

ENDIF 

ENDIF 

 

IF HAS f_pricelist_componentRules “requiresComponentAny” 

IF the removed component is in parameters AND order nor gid (if any) doesn't contain any other of the components 
specified in parameters 

DENY 

ENDIF 

ENDIF 

ENDFOREACH 

Remove from MCD.SERVICE_ORDER_COMPONENT. 

 1.12.8.4  Errors 

PermissionException – if the order doesn't belong to the logged in consumer 

InvalidStateException – if the order status is not new 

UnremovableComponentException – if the component is required by another one 

 1.13  Complex data types 

 1.13.1  ShopProduct 

{ 

id: long, 

name: string, 

availability: bool,  # Skladem? 

priceNetto: decimal, 

priceBrutto: decimal, 

vatRate: decimal, 

currency: string,  # CZK 

} 

 1.13.2  DeliveryType 

{ 

id: long, 

name: string, 

availability: bool,  # povoleno? 

priceNetto: decimal, 

priceBrutto: decimal, 

vatRate: decimal, 

currency: string,  # CZK 

} 
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 1.13.3  PaymentType 

{ 

id: long, 

name: string, 

availability: bool,  # povoleno? 

priceNetto: decimal, 

priceBrutto: decimal, 

vatRate: decimal, 

currency: string,  # CZK 

} 

 1.13.4  CustomerInfo 

{ 

ts: long # Current unix timestamp on server 

isPrepaid: boolean 

customer: { 

id: long, 

# Optional 

person: { 

firstName: string, 

middleName: string, 

lastName: string, 

gradeBefore: string, 

gradeAfter: string, 

}, 

# Optional 

company: { 

name: string, 

idNumber: string, 

taxId: string, 

}, 

selfCarePasswordSet: boolean 

facebookSet: boolean 

email: string # Optional 

phone: string # Optional 

primaryAddress: Address # Optional 

deliveryAddress: Address # Optional 

invoicingAddress: Address # Optional 

agreeContractWarranty: boolean 

}, 

# Optional, only if limited in tempUsers.mcdConsumerId 
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consumer: { 

id: integer 

firstName: string 

lastName: string 

email: string 

master: boolean 

parameters: { 

# 0..N 

name: value # string => string 

} 

} 

# Null if the customer has no GPCS account 

gpcsAccount: { 

accountNumber: integer 

currency: string 

accountBalance: decimal 

availableBalance: decimal 

floor: decimal 

expiryDate: date 

} 

# Only for postpaid and if autoPayment is authorized. Null otherwise. 

autoPayment: { 

authorized: boolean 

authorizedSince: dateTime 

authorizedAmount: long 

authorizedCurrency: string 

} 

# 0..N 

genericServices: GenericService[] 

} 

 1.13.5  Address 

{ 

street: string, 

streetNumber: string, 

city: string, 

zip: string, 

country: string 

} 

 1.13.6  GenericService 

{ 
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gid: long, 

# Optional 

name: string 

# Optional 

serviceClass: { 

id: long, 

name: string 

}, 

# Optional 

consumer: { 

id: integer 

firstName: string 

lastName: string 

email: string 

master: boolean 

parameters: { 

# 0..N 

name: value # string => string 

} 

} 

# null if this GenericService is not composed of components 

components: Component[] 

# 0..N 

numbers: { 

msisdn: string, 

imsi: string, 

active: boolean, 

simServices: SimService[], 

selfCarePasswordSet: boolean, 

suspended: boolean, 

autoTopup: { 

  enabled: boolean 

  threshold: long 

  atCreditExpiry: boolean 

  amount: long 

  authorizedSince: datetime # May be null 

  notifyMsisdn: string  # May be empty 

} 

}, 

# Optional 

tariff: { 
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id: unsignedShort, 

name: string, 

shortName: string, 

# Optional 

pricelistId: unsignedShort 

} 

# Optional 

product: { 

id: unsignedShort, 

name: string, 

shortName: string, 

 

} 

} 

 1.13.7  Component 

{ 

id: integer 

category: { 

id: integer 

code: string 

name: string 

} 

subcategory: { 

id: integer 

code: string 

name: string 

} 

hostServiceProvider: { 

id: integer 

name: string 

shortName: string 

} 

active: boolean 

suspended: boolean 

 

# Only one of sim, netConnection or tvConnection is specified at a time. Others are null. 

 

# Must be specified for component category SIM. 

sim: { 

msisdn: string 

imsi: string # Null if not set 

mailto:info@maternacz.com


 

 
                                                   Strana 66 

 

   

Interní dokument 

PMWeu_interface_v7 

 

 

MATERNA Communications a.s., Vinohradská 2396/184,130 52 Praha 3 

www.maternacz.com, Tel: +420 910 303 141, mail: info@maternacz.com 

IČO: 259 49 098, DIČ: CZ25949098  

Zapsána v obchodním rejstříku Městského soudu v Praze, oddíl B, vložka 12229 

Bankovní spojení: Raiffeisenbank, č. účtu 7773377733/5500 

   

simServices: SimService[] 

selfCarePasswordSet: boolean 

autoTopup: { 

  enabled: boolean 

  threshold: long 

  atCreditExpiry: boolean 

  amount: long 

  authorizedSince: datetime # May be null 

  notifyMsisdn: string  # May be empty 

} 

} 

 

# Must be specified for component category NET. 

netConnection: { 

country: string 

zip: string 

city: string 

street: string  # Null if not set 

houseNumber: string 

floor: integer  # Null if not set 

flatNumber: string # Null if not set 

parameters: { 

# 0..N 

name: value # string => string 

} 

} 

 

# Must be specified for component category TV. 

tvConnection: { 

# It has the same structure as netConnection (at the moment, but it can change in the future). 

} 

} 

 1.13.8  SimService 

{ 
name: string, 
type: string,  # One of: bool_act_deact, enum_1ofN, text, text_number, unsigned, container 
pending: boolean, # (set/unset/change request is being processed now) 
value: string, 
# Optional 
description_<langcode>: string, 
upToDate: boolean, 
readonly: boolean, 
# Optional, may be used by type=text 
maxlength: unsigned, 
# Optional, may be used by type=enum_1ofN 
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availableValues: string[], 
} 

 1.13.9  Invoice 

{ 
id: long,   # invoice number (max. 10 digits) 
issueDate: date,  # date of issue 
taxableSupplyDate: date, # date of taxable supply 
dueDate: date,   # due date 
periodStart: date,  # start date of billing period 
periodEnd: date,  # end date of billing period 
currency: string,  # 3-digit currency code, examples: CZK 
priceNetto: decimal,  # total price to pay excl. VAT 
totalPrice: decimal,  # total price to pay incl. VAT 

 paymentStatus: pending  # pending (no payment yet), 
     # paidPartly (payment(s) received but less than totalPrice), 
     # paid (fully paid), 
     # na (paymentStatus not applicable - not requested to be paid - NULL) 
} 

 1.13.10  InvoiceBlock 

{ 
gid: long, 
numbers: string[], 
tariffName: string, 
items: InvoiceItem[] 

} 

 1.13.11  InvoiceItem 

{ 
pricelistItemId: integer, 
pricelistItemType: string, 
description: string, 
quantity: long, 
unitPrice: decimal(10,4), 
totalPrice: decimal(10,4), 
vat: decimal(6,2) 

} 

 1.13.12  FreeUnits 

{ 
# Optional 

MIN: { 

total: ”MM:SS”, 

remaining: ”MM:SS”, 

}, 

# Optional 

SMS: { 

total: int, 

remaining: int, 

}, 

# Optional, kilobytes 

KB: { 
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total: int, 

remaining: int, 

}, 

# Optional 

MMS: { 

total: int, 

remaining: int, 

}, 

} 

 1.13.13  Payment 

{ 
channel: string,  # channel which payment has been received from; fixed value “bank” now 
dateReceived: date,  # when payment has been received by bank 
dateAsigned: date,  # (Opt) when payment has been paired to an invoice 
remoteAccountNo: string, # remote account number in human-readable notation: 19-2569020707/0100 
symSpecific: string,  # specific symbol of payment 
symVariable: string,  # variable symbol of payment 
amount: decimal,  # amount of payment 
currency: string,  # 3-digit currency code, example: CZK 
invoices: long[],  # List of invoice IDs that this is payment of (most of cases 1:1) 

} 

 1.14  Errors 

name code C/S Common 
to methods 

explanation, example, hint 

InvalidArgumentException 1001 C All Parameter customerId (xyz) is not long. Call with correct 
value. 

MissingArgumentException 1002 C All Required long parameter customerId missing. Fill-in 
mandatory argument. 

ArgumentOutOfRangeException 1003 C All Parameter dueDateDays (1000) must be within 0..365. Call 
with correct value. 

MsisdnNotFoundException 1004 C Msisdn MSISDN 420123456789 not found. Call with existing msisdn. 

DuplicateRecurrentPackageException 1005 C  Recurrent package is already ordered. 

GenericServiceNotFoundException 1006 C Gid Logged in customer has no GID 123. 

InvoiceNotFoundException 1007 C  Logged in customer has no Invoice with ID 555. 

PackageNotFoundException 1008 C  GenericService 123 has no Package with INO 478. 

InvalidStateException 1009 C All There is already a change request for SIM profile parameter 
'm_clir' 

GenericServiceMsisdnMismatchException 1010 C Gid 
Msisdn 

MSISDN does not belong to GID. 

DuplicateFacebookAccountException 1011 C  If trying to assign a Facebook's user ID to MCD customer A, 
but it is alreay assigned to MCD customer B. 

DuplicateServiceOrderException 1012 C  Thrown if trying to create a new order for gid, that already has 
another unresoved order (with status 
new/complete/approved). 

UnavailableComponentException 1013 C  If the component is not available for order. 

UnremovableComponentException 1014 C  If the component is required by another one. 

ConsumerNotFoundException 1015 C  If there is no such consumer. 

mailto:info@maternacz.com


 

 
                                                   Strana 69 

 

   

Interní dokument 

PMWeu_interface_v7 

 

 

MATERNA Communications a.s., Vinohradská 2396/184,130 52 Praha 3 

www.maternacz.com, Tel: +420 910 303 141, mail: info@maternacz.com 

IČO: 259 49 098, DIČ: CZ25949098  

Zapsána v obchodním rejstříku Městského soudu v Praze, oddíl B, vložka 12229 

Bankovní spojení: Raiffeisenbank, č. účtu 7773377733/5500 

   

UnsupportedMethodException 1100 C  Unsupported operation xyzMethod. Make call according to 
provided manual. Use existing methods (operations). 

AuthenticationException 1101 C Auth Invalid token. Login by some login* method from public zone. 

UnavailableComponentException 1105 C  If the component is not available for order. 

PermissionException 1106 C All Thrown if trying to access/modify a resource, that doesn't 
belong to the logged in user. 

IOException 2001 S All Cannot read file xyz. 

ExternalCommandException 2002 S All cdrGetCmd error 3: some error. 

ConfigurationException 2003 S All If something is wrong in configuration. 

database internal errors 9xxxx S All Internal error. 

(C)lient, (S)server 

 1.14.1  Common to methods 

• All – may be thrown by any method 

• Auth – thrown by methods from authenticated zone 

• Msisdn - thrown by methods, that accepts msisdn input parameter 

• Gid - thrown by methods, that accepts gid input parameter 

 1.15  Email templates 

See Email templates in PMW partner. 

 1.16  Request-response log 

Separate database connection for per-request logging. 
 
Table name “pmweuLog” 
 

column type content 

method varchar(100) SOAP method name 

reqTime timestamp request timestamp 

reqDump text dump of all request parameters 

respDump text dump of all response parameters 

duration int request-response duration (miliseconds) 

 
Data retention is performed externally (cron job that deletes old records) 

 1.17  Change Log 
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date version changed by description 

14.3.2013 1 Vojtěch Pithart init 

29.3.2013 1b Vojtěch Pithart first version - public 

5. 4. 2013 1c Jiří Brachtl Adjusted for REST, JSON 

11. 4. 2013 1c Jiří Brachtl pub/packages -> auth/customer/packages/available 
Vyladění metod pracujících s balíčky (všechny, co mají v názvu “package”) 
Přibyly nové errory. 

11. 4. 2013 1c Jiří Brachtl Přibyla customer/package/remove 

16. 4. 2013 1c Jiří Brachtl New methods: simProfile and simProfile/set; new methods shop/products and shop/order/put. 

24. 4. 2013 1c Jiří Brachtl shop/order/put forked to customer/order/put 

2. 5. 2013 1c Jiří Brachtl customer/simProfile: 
- changed meaning of refreshServices parameter 
- added optional language parameter 

5.5.2013 1d Vojtěch Pithart customer/packages/* - more details in descriptive texts 

21. 5. 2013 1e Jiří Brachtl customer/package/order: nextBI -> startDate, optional msisdn 
New exception: GenericServiceMsisdnMismatchException 

27. 5. 2013 1e Jiří Brachtl URL format change: 
https://<host>/pmw-eu/pub/p<X>/ -> https://<host>/pmw-eu/p<X>/pub/ 
https://<host>/pmweu-rest/auth/p<X>/ -> https://<host>/pmw-eu/p<X>/auth/ 

9.7.2013 1f Vojtěch Pithart New method: customer/invoice/pdf (download invoice as PDF file) 

19.8.2013 2a Vojtěch Pithart loginByNumberPassword; login scope (master / non-master) 
method topup/voucher 

29.5.2014 2b Jiří Brachtl Vyhozena neimplementovaná metoda: mnp/portIn/verifyCtidCode. Ověřování ČVOPu je součástí 
mnp/portIn/request a mnp/portIn/overExistingSim. 
Vyhozena neimplementovaná metoda: customer/paymentsReceived. 
Přidány metody: mnp/portIn/request, mnp/portOut/request, mnp/portIn/overExistingSim. 

11.9.2014 2c Jan Bednář Do generic services přidána proměnná selfCarePasswordSet 
Přidána metoda customer/numberPassword/set 
Přidána metoda customer/spending 

2.10.2014 2d Jan Bednář Opravena chyba v customers/packages . Uzivateli master se zobrazovaly objednane balicky vsech uzivatelu. 
Implementovano filtrovani podle msisdn. 

23.10.2014 2e Jan Bednář Úprava customer/packages. Nyní vraci I informaci o datumu ukončení balíčku 

1.11.2014 2f Vojtěch Pithart customerInfo rozšířené o … (automatické dobití; autoplatba) 

7.11.2014 2f Jiří Brachtl Doplněna /pub/p<X>/cardPayment/create. 

20.11.2014 2f Jan Bednář Přidány metody shop/deliveryTypes, shop/paymentTypes. Do shop/products pridano priceBrutto 

17.12.2015 3a Jiří Brachtl Changelog moved to the end. 
CustomerInfo: synchronized by the real implementation, enhanced by the components element. 
Added componentProduct/orders, componentProduct/order. 
loginByRingIn: added lookup to MCD.CUSTOMER_MSISDN, touched scope. 
loginByNumberPassword: added lookup to MCD.CUSTOMER_MSISDN, touched scope. 
Added customer/password/set. 

20.1.2016 3a Michal Keller cardPayment/topup/availableAmounts – doplněné informace o metodě 

21.1.2016 3a Jiří Brachtl CustomerInfo: added selfCarePasswordSet (true if MCD.CUSTOMER_PARAMETER selfCare_password is 
filled) 

11.3.2016 3a Jiří Brachtl added loginByFacebook(), customer/facebook/set() 
added DuplicateFacebookAccountException 
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14.3.2016 3a Tomáš Marek CustomerInfo: added facebookSet: boolean 
LoginByFacebook added return parameter tmpUsername 

15.4.2016 4 Jiří Brachtl Added loginByConsumerEmailAndPassword, serviceOrder/*, customer/tariffs 

20.4.2016 5 Jiří Brachtl componentProduct/orders(), componentProduct/order(): removed contract 

5.5.2016 5 Jiří Brachtl customerInfo: added consumer, genereicService: added name and consumer 
Added consumer/password/set 

6.5.2016 5 Jiří Brachtl serviceOrder/add(): added type=serviceCancellation 
serviceOrder/component/add: added type, componentId, touched implementation 
serviceOrder/component/listAvailable: removed maxAmount 
CustomerInfo: changed component structure 

9.5.2016 5 Jiří Brachtl Added serviceOrder 
serviceOrder/add: added serviceName and consumer* inputs 

10.5.2016 5 Lukáš Veselka Nové parametry customerInfo 
 - authorizedAmount: long 
 - authorizedCurrency: string 
 
Nová paymentClass 'deposit' v metodě cardPayment/create 

8.3.2017 6 Jiří Brachtl Q2: poplatky za položky v objednávce: componentProduct/order 
Q2 násobné objednávky: componentProduct/orders, componentProduct/order 

23.10.2017 7 Jiří Brachtl Abrechnung: new methods: projects, projectBusinessLines, bluemixRegions, 
componentProduct/order/create/project 
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